TOP TIPS FOR CYBER DEFENCE

BEST PRACTICE
(csT

KEEP THE THREAT OUT: 0BVIOUS BUT TRUE

Ensure boundary firewalls and internet gateways
are in place to prevent unauthorised access

LIMIT THE CHANCE FOR THE THREAT TO SUCCEED

Implement secure configuration to ensure systems
are as water-tight as possible

REDUCE THE ABILITY FOR THE THREAT TO SPREAD

Roll out access control policies to enforce
appropriate rights for each employee

BLOCK AUTOMATED THREATS

Ensure malware and virus protection is installed,
operational and effective

PATCH PATCH PATCH

With 90% of cyber-attacks exploiting known security
flaws, get the basics right and patch

KNOW YOUR WEAKNESSES

Run regular Vulnerability Assessments and Pen
Testing to highlight any weak spots

PROTECT THE OBVIOUS

With email and web being the main entry point,
ensure you lock those doors

MAKE STAFF THE SOLUTION NOT THE PROBLEM

Implement standard policy, procedure, training
and awareness for all teams

BE PREPARED FOR THE WORST CONTACT THE CST

What would you do? Are you ready TEAM TODAY
to mitigate and repair when a T- 0207 627 7836

breach strikes?
E: INFO@CSTL.COM
COMPLETE THE CYBER W: WWW.CSTL.COM

ESSENTIALS ASSESSMENT

CST are a registered body and can
help you every step of the way
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