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0.2. Glossary
The section describes the terminology and acronyms used in the report.

Acronyms/Terminology Description
Threat Actor
Targeted Attack

Sysadmin tools
Exploit
Zero-day
Compromise
Attack Vector
Exposure
Vulnerability
Risk
CST
CVSS2

OS
CES
NCSC

An individual/organisation with malicious intent and a particular
objective e.g. financial gain
Reference to a threat that is tailor-made (potentially based on
the known weaknesses of the target system) with the precise
purpose of compromising a specific business.
Reference to tools that natively exist on systems by default;
these tools can be used for dual purposes (good/bad).
Reference to taking advantage of a vulnerability.
A new vulnerability that is unknown to the world.
An instance of unauthorised access to a system or to
information.
A route/path that a threat actor can take to compromise a
known vulnerability on a system of interest.
A potential loss e.g. financial, intellectual property etc.
A weakness in a system that may be abused by a person with
malicious intent.
Reference to the likelihood of a vulnerability being exploited by a
threat.
Computer Security Technology
Common Vulnerability Scoring System version 2 – references a
standard/framework for evaluating the level of risk presented
for a given vulnerability
Operating System
Cyber Essentials Scheme
National Cyber Security Centre
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EOL

A system that is no longer maintained by the Vendor.
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1.

Introduction

1.1. Intended Audiences
The intended audiences for this Exploit Audit Light, Executive Summary Report are:




CST
o Security Consultant, <Redacted>
o Technical Services Manager, <Redacted>
o Account Manager, <Redacted>
<Redacted>
o <Redacted>

1.2. Context
<Redacted> have engaged CST’s services to perform an Exploit Audit Light of their <Redacted>
Network, in order to support their endeavors to improve security across the <Redacted> Estate.
All customer information detailed in this report was gathered from vulnerability assessment scans
conducted between <Redacted> and <Redacted>.

1.3. Document Scope
The scope of this document is limited to describing the overall findings of our Internal Vulnerability
Scans within the <Redacted> estate.
The targets for scanning set by <Redacted> and approved by <Redacted>, are:
Network IP Ranges
<Redacted>
<Redacted>

Scheduled Start Time
<Redacted>
<Redacted>

This document comments only on the results of the above scans, which are themselves a snapshot
of the assets at the time of the schedule. Therefore, any assets unavailable at the time of the scan
are omitted from this report, as are any changes to assets since the scans.
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2.

Executive Summary

In recent years the threat landscape has shifted, with threat actors increasingly favouring the use of
targeted attacks. The problem is exacerbated by the fact that these individuals are utilising sysadmin
tools which natively exist on operating systems and readily exploit known/zero-day vulnerabilities.
This is evident from the recurring narrative from multiple outlets;





“Ransomware-hit hospitals in US turn away patients”, ref [3].
“FBI alert: Ransomware attacks becoming increasingly targeted and costly”, ref [4].
“Symantec Internet Security Threat Report 2019”, ref [5].
“Cyber Security Breaches Survey 2019”, ref [6].

An organisation’s attitude to cyber security can play a huge role in thwarting potential compromises
that originate from the many attack vectors that the business is exposed to; email, web, malicious
insider etc.
The aim of this document is to provide a baseline analysis of the <Redacted> network’s exposure to
cyber threats to <Redacted> executives for the purposes of identifying weaknesses in current
vulnerability management processes within the <Redacted> network. Additionally, this document
will also compare <Redacted>’s overall results against those of other businesses. These objectives
have been achieved through the use of a reputable Vulnerability Assessment solution (ref [7]) within
the networks that were within the scope of this project and the experience CST has in offering these
solutions. Where possible, all vulnerabilities identified from the multiple scans executed across the
<Redacted> network have been consolidated for easy analysis/pivoting, see ref [1].
The below table provides a count of all of the discovered vulnerabilities (using CVSS2 risk scoring)
that exist within the <Redacted> Network and the number of hosts affected;

Severity

Number of Hosts

Number of Vulnerabilities

Critical Detection
High Detection
Medium Detection
Low Detections
Grand Total

<Redacted> Hosts Affected
<Redacted> Hosts Affected
<Redacted> Hosts Affected
<Redacted> Hosts Affected
<Redacted>

<Redacted>
<Redacted>
<Redacted>
<Redacted>
<Redacted>

The Critical & High severity items form the vast majority of the total number of discovered
vulnerabilities, and combined they represent 92% of all detections (see below pie chart). The large
number of Critical & High vulnerabilities represents a significant risk to <Redacted> as it indicates
the large number of known threats that could be exploited. The risk is further magnified by the
number of systems affected.
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Looking at the unique vulnerability data for all categories (Critical, High, Medium, Low) yearly, we
are able to produce the following graph. This graph clearly demonstrates that the estate has a large
number of vulnerabilities that have not been addressed for years.

2.1. Exploitable Vulnerabilities
When evaluating and prioritising vulnerabilities it is important to identify those that pose the
greatest risk to the business. A general rule that can be used is to break down the vulnerabilities into
two categories: those that can be easily exploited using commonly available tools and those that are
theoretical, in that they typically require an advanced adversary.
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Looking into the consolidated vulnerability data, the tables below show the total number of
vulnerabilities that can be exploited using Metasploit, <Redacted> Impact and Canvas off-the-shelf
software; these tools are readily available and can be obtained by the general public.

2.1.1.
Exploitable Vulnerabilities by Metasploit AND <Redacted>
Impact AND Canvas
The table below shows the vulnerabilities that can be exploited all of the exploit frameworks. This
table represents the most dangerous vulnerabilities and systems that need to be addressed as a
matter of urgency.

Severity

Number of Hosts

Exploitable Vulnerabilities

Critical Detection
High Detection
Medium Detection
Grand Total

<Redacted> Hosts Affected
<Redacted> Hosts Affected
<Redacted> Hosts Affected
<Redacted>

<Redacted>
<Redacted>
<Redacted>
<Redacted>

Drilling down into the High Priority Exploitable Vulnerabilities, we see that the majority of the issues
relate to particular third-party applications (Non-Microsoft). These vulnerabilities account for 70% of
the total number of detections, and are related to unpatched or legacy version of software such as
Java, Adobe Reader, etc. Patches for these vulnerabilities have existed since as early as 2010 and the
data shows that they have remained unpatched for the last 10 years.
Another area of grave concern is the number of unsupported operating systems in use, such as
Windows XP and Windows Server 2003. Microsoft no longer publish security updates for these OSes
and combined with the additional third-party vulnerabilities that exist within them, they become an
attractive target for all types of threat actors.

2.1.2.
Exploitable Vulnerabilities by Metasploit OR <Redacted>
Impact OR Canvas
This table shows the vulnerabilities that can be exploited by either one of the exploit frameworks.
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Severity

Number of Hosts

Exploitable Vulnerabilities

Critical Detection
High Detection
Medium Detection
Grand Total

137 Hosts Affected
198 Hosts Affected
89 Hosts Affected
225

9411
25955
386
35752

2.2. Conclusion
Based on the evidence, we have concluded that <Redacted> faces considerable challenges in terms
of its patch management process. This is clearly demonstrated by the data gathered from the scans
and the fact that patches have not been applied for a number of years. This is especially true for
third-party software, which was the source of the majority of all vulnerabilities we identified.
Most of these vulnerabilities can be resolved by installing the latest version of the software or
removing problematic programs. The general recommendations are to:






Apply Microsoft updates. Remove or Upgrade EOL Software.
Remove all versions of Java from machines that do not require it for BAU operation.
Install only the latest version of Java on machines that require it and ensure these are kept
up-to-date.
Remove all versions of Adobe Acrobat/Reader from machines that do not require it for BAU
operation.
Install only the latest version of Adobe Acrobat/Reader on machines that require it and
ensure these are kept up-to-date.

The types of vulnerabilities (Java, Adobe Reader, Flash, XP, 2003 etc) identified are typical of the
manufacturing sector based on prior CES/CES+ assessments undertaken by CST. Where <Redacted>
differ is that most companies have a procedure in place for patching software, typically within 30
days. Although its effectiveness might be debated at times, the 30-day rule ensures that patches are
checked regularly. This generally allows the business to create a benchmark that can be used when
comparing the patch levels of internal systems. The age of the off vulnerabilities found is an
indication of the fact that <Redacted> are not patching at regular intervals. This can also be
corroborated by comparing the results from the previous scan report drafted by <Redacted>.
It is of utmost importance that <Redacted> address these vulnerabilities, starting with the 78
(section 2.1.1) most exposed systems, by patching all software; OS and Application included. The
amount of effort required may be greatly reduced by utilising a patch management solution e.g.
Symantec Altiris, Ivanti Patch.
NCSC advocate regular patch cycles and that Critical/High Security patches should be installed no
more than 14 days following release by the vendor. Additionally, as part of CES, NCSC also define five
basic controls that mitigate against most of the risks posed to businesses by Hacking/Phishing which
<Redacted> can adopt to improve its general cyber security posture, for further details please see
ref [8].

3.

Scan Evidence

For the detailed export of our Exploit Audit Light’s detections, please refer to ref [1], [2].

