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FOREWORD 

²ŜƭŎƻƳŜ ǘƻ {Ŏŀƴ{ŀŦŜΩǎ Annual Global Threat Report: 2006.  Since we pioneered Web Security-as-

a-Service over three years ago, the marketplace has changed dramatically.  The level of threat 

has intensified, and our services have evolved to meet this rising challenge.  ScanSafe is pleased 

to have the opportunity to share with the security community at large some of the insights we 

have obtained over the past year. 

This report is derived from the research ScanSafe conducts in order to improve the level of 

protection and responsiveness of ƻǳǊ ǎŜǊǾƛŎŜǎΦ  Lƴ ǘƘŜ ΨYŜȅ ¢ǊŜƴŘǎΩ ǎŜŎǘƛƻƴ ǿŜ ŦƻŎǳǎ ƛƴ ǇŀǊǘƛŎǳƭŀǊ 

on the security trends that appear across the Internet and make some interesting forecasts about 

the security landscape for 2007. 

We are looking forward to rolling out numerous new features and enhancements over the next 

year, some of which are alluded to in this report (including SearchAhead, which will offer pre-

emptive search protection to our corporate customers).  These are designed to protect our 

customers from the threats we foresee in 2007. 

As always, we welcome your feedback; please contact us at feedback@scansafe.com 

 

ABOUT SCANSAFE 

ScanSafe is the pioneer and leading global provider of Web Security-as-a-Service, ensuring a safe 
and productive Internet environment for businesses.  ScanSafe solutions keep viruses and 
spyware off corporate networks and allow businesses to control and secure the use of the Web 
and instant messaging.  As a fully managed servƛŎŜΣ {Ŏŀƴ{ŀŦŜΩǎ ǎƻƭǳǘƛƻƴǎ ǊŜǉǳƛǊŜ ƴƻ ƘŀǊŘǿŀǊŜΣ 
upfront capital costs or maintenance and provide unparalleled real-time threat protection. 

Powered by its proactive, multi-layered Outbreak Intelligence
TM

 threat detection technology, 
ScanSafe processes more than six billion Web requests and blocks 12 million threats each month 
for customers worldwide, including Rothschild, Condé Nast and BMW. 

Since pioneering the market for Web Security-as-a-Service, ScanSafe continues to deliver 
innovative Web security solutions, including the introduction of Scandoo

TM
τǘƘŜ ǿƻǊƭŘΩǎ ŦƛǊǎǘ ŦǊŜŜ 

Internet safe search tool that classifies search engine results based on the presence of malware 
and unwanted content. 

With offices in London and San Mateo, California, ScanSafe is privately owned and financed by 
Benchmark Capital.  The company received the Info Security Global Product Excellence Award for 
.Ŝǎǘ aŀƴŀƎŜŘ {ŜŎǳǊƛǘȅ {ŜǊǾƛŎŜΣ ŀƴŘ ǿŀǎ ƴŀƳŜŘ ƻƴŜ ƻŦ wŜŘ IŜǊǊƛƴƎΩǎ ¢ƻǇ млл ¢ŜŎƘƴƻƭƻƎȅ 
companies.  For more information, visit www.scansafe.com. 

 

 

 

ScanSafe Limited 
The Connection, 198 High Holborn, London, WC1V 7BD 
Tel: +44 (0) 20 7959 0630 | Fax: +44 (0) 20 7990 8416 | info@scansafe.com  

ScanSafe Services LLC 
999 Baker Way, Suite 410, San Mateo, CA 94404 
Tel: +1 650-294-3450 | Fax: +1 650-294-3451 | info@scansafe.com  

mailto:feedback@scansafe.com
http://www.scansafe.com/
mailto:info@scansafe.com
mailto:ussales@scansafe.com


 

PAGE 3 
 

TABLE OF CONTENTS 

 

PAGE 

EXECUTIVE SUMMARY 4 

KEY TRENDS 4 

KEY FACTS 5 

WHY THIS REPORT? 6 

KEY TRENDS 7 

1. THREATS ON THE INTERNET TAKE ON A NEW CHARACTER 7 

2. HACKERS GET PERSONAL 8 

3. THE WAY MALWARE IS BEING DISTRIBUTED IS CHANGING 8 

4. MONEY NOW MAKES THE MALWARE WORLD GO ROUND 10 

5. ACTIVE Ψ¢La9 IN ²L[5Ω TENDING TOWARDS THE ZERO-HOUR 11 

6. THE NEED FOR REAL TIME SCANNING AND TRAFFIC PROFILING 11 

OUTBREAK INTELLIGENCE
TM

 13 

WEB VIRUSES 14 

YEARLY TOP 10 VIRUSES BY BLOCKS 15 

SPYWARE, ADWARE & AD-SPONSORED MARKETING SOFTWARE 17 

YEARLY TOP 10 SPYWARE BY BLOCKS 18 

WEB FILTERING 20 

YEARLY TOP 10 CATEGORIES BY BLOCKS 21 

INSTANT MESSAGING 22 

SEARCH THREATS 24 

WHY SEARCH IS IMPORTANT 24 

SEARCH THREAT DATA 24 

APPENDIX 1: METHODOLOGY AND DISCLAIMER 26 

APPENDIX 2: HOW OUTBREAK INTELLIGENCE
TM

 WORKS 27 

APPENDIX 3: FEATURED WEB VIRUS THREATS 29 

APPENDIX 4: FEATURED SPYWARE THREATS 34 

  



SCANSAFE ANNUAL GLOBAL THREAT REPORT 

PAGE 4 

EXECUTIVE SUMMARY 

The ScanSafe Global Threat Report is an analysis of more than 60 billion Web requests processed 

in 2006 by the ScanSafe Threat Center on behalf of the cƻƳǇŀƴȅΩǎ ŎƻǊǇƻǊŀǘŜ ŎƭƛŜƴǘǎ ƛƴ ƻǾŜǊ ол 

countries across five continents. 

This report reviews Web-based ǘƘǊŜŀǘǎ ŀǎ ǎŜŜƴ ōȅ {Ŏŀƴ{ŀŦŜΩǎ ƭŜŀŘƛƴƎ ǎŜŎǳǊƛǘȅ ǇƭŀǘŦƻǊƳΣ hǳǘōǊŜŀƪ 

LƴǘŜƭƭƛƎŜƴŎŜϰ and gathered ŦǊƻƳ {Ŏŀƴ{ŀŦŜΩǎ Ψƛƴ-the-ŎƭƻǳŘΩ ǇƻǎƛǘƛƻƴΣ ǇǊƻǾƛŘƛƴƎ ƛƴǎƛƎƘǘ ƛƴto the 

nature and impact of the security risks actually faced by businesses, as well as analysis of their 

behavior and the trends that emerge.  It will present threat intelligence ƎŀǘƘŜǊŜŘ ŦǊƻƳ {Ŏŀƴ{ŀŦŜΩǎ 

range of services - Web Malware Scanning, Web Filtering, IM Control  as well as information on  

search threats based on research conducting using Scandoo
TM
τthe  ǿƻǊƭŘΩǎ ŦƛǊǎǘ ŦǊŜŜ LƴǘŜǊƴŜǘ 

safe search tool that classifies search engine results based on the presence of malware and 

unwanted content. 

KEY TRENDS 

!ƳƻƴƎ ǘƘŜ ǊŜǇƻǊǘΩǎ ŦƛƴŘƛƴƎǎ ŀǊŜΥ 

o Threats on the Internet take on a new character 

The number of spyware applications soared and the number of spyware blocks increases by 

over 254% in 2006.  At the same time, spyware began to contain crippling payloads, 

becoming as damaging as many viruses. 

o Hackers get personal 

As computers get more secure, malware authors change tactics.  Social engineering emerges 

as the method of choice to infect computers, taking advantage of arguably the weakest link ς 

the end user.  26% of Web viruses blocked use some form of social engineering. 

o The way malware is being distributed is changing 

Web 2.0, social networking sites and instant messaging (IM) - all heralded as the 

breakthrough technologies of our time - are now being targeted by malware authors ς up to 

1 in 600 pages on social networking sites. 

o Money now makes the malware world go round 

There was a dramatic rise in the number of web virus attacks that seek to steal money from 

the bank accounts of individuals and corporations.  Over 84% of our customers were 

threatened by such attacks - up by 310%. 

o Shorter does not mean sweeter 

²ƘƛƭŜ ǘƘŜ ŀǾŜǊŀƎŜ ΨǘƛƳŜ ƛƴ ǘƘŜ ǿƛƭŘΩ ŦƻǊ malware has decreased by 34%  as vendors roll out 

updates, this only emphasizŜǎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ƘŀǾƛƴƎ ΨȊŜǊƻ-ƘƻǳǊΩ ǇǊƻǘŜŎǘƛƻƴ ǎƛƴŎŜ ǘƘŜǊŜ ƛǎ 

still a critical time lag before updates are released and installed. 

o {ŜŜƪ ŀƴŘ ȅŜ ǎƘŀƭƭ ŦƛƴŘΧ what? 

Search engines have increasingly become a gateway for exposure to business risks and 

malware.  Of the most common searches, one in five result pages contain either malware or 

offensive content. 

This document will also inform readers of approaches that can be used to protect against the 

Web threats discussed.  
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KEY FACTS 

 

Most widespread virus: 

o By number of blocks: 

 

Trojan-Clicker.HTML.Agent.a  5.9% of total virus 

blocks 

o By number of companies affected: 

 

Trojan-Clicker.JS.Agent.d 

 

54.8% of companies 

affected 

Most widespread spyware:   

o By number of blocks: 

 

Your Site Bar 

 

10.8% of spyware 

blocks 

o By number of companies affected: Iwon 

 

74.5% of companies 

affected 

Most blocked Web Filtering category:   

o By number of blocks: 

 

Chat & Instant Messaging 

 

15.1% of Filtering 

blocks 

o By number of companies affected: 

 

Pornography 

 

100.0% of 

companies affected 
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WHY THIS REPORT? 

This report provides a view of the threats which businesses actually face, rather the than ones 

experienced in labs or artificial environments.  Our data is gathered from real-time analysis by 

Outbreak Intelligence
TM

 of every single Web request ScanSafe processed in 2006. 

This approach differs to traditional methods of gathering information in relation to malware such 

ŀǎ ŘƛǎǘǊƛōǳǘŜŘ ΨƘƻƴŜȅ-ǇƻǘΩ ƴŜǘǿƻǊƪǎ.  The artificial and contrived nature of such methods can lead 

to a skewed vision of the data which does not reflect the threats from which users actually need 

protecting. 

hǳǊ ƭŜŀŘƛƴƎ Ǉƻǎƛǘƛƻƴ ƻŦ ǇǊƻǾƛŘƛƴƎ ǎŜŎǳǊƛǘȅ Ψƛƴ-the-ŎƭƻǳŘΩ ƎƛǾŜǎ ǳǎ ƛƴǎƛƎƘǘ ƛƴǘƻ ǘƘŜ ǊŜŀƭ-world 

business traffic our customers are sending and receiving.  Our analysis is based on handling over 

60 billion Web requests in 2006, in over 30 countries, across five continents.  This represents the 

ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ǎŜŎǳǊƛǘȅ ŀƴŀƭȅǎƛǎ ƻŦ ǊŜŀƭ-world Web traffic. 

At ScanSafe we recognize that Web security requires a proactive approach from a number of 

perspectives ς Network Impact, Technical Characteristics and User Behavior. 

 

 

 

By using the analysis data generated by hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ to protect our customers, 

ScanSafe can report on the threats that our users would have been exposed to had they not used 

our services. 

More information about hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ can be found in Appendix 2. 

  

Network 
Impact

Technical 
Characteristics

User Behavior

This report represents 

ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ 

security analysis of 

real-world Web traffic. 
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KEY TRENDS 

In the world of Web security, 2006 will be remembered as the year in which Web threats grew 

up. 

It was the year that spyware evolved fanged teeth and became malicious.  The financially-driven 

nature of malware became the core driver for the development of new and highly pervasive 

threats.  As software vendors have begun to take computer security more seriously and 

tightened up their code, so the malware authors have evolved the character of their threats in 

response. 

Threats are now operating and converging across multiple Internet platforms.  Social networking 

sites and Web 2.0 applications gained traction, but at the expense of productivity and with a 

greater exposure to mŀƭǿŀǊŜΦ  [ŀǎǘƭȅΣ ǿƘƛƭŜ ǘƘǊŜŀǘǎ ŜƴƧƻȅŜŘ ŀ ƳǳŎƘ ǎƘƻǊǘŜǊ ΨǘƛƳŜ ƛƴ ǘƘŜ ǿƛƭŘ,Ω the 

risk during the zero-hour period - the period of time between the emergence of a new piece of 

malware and when traditional anti-malware signatures become available - remains high. 

 

1. THREATS ON THE INTERNET TAKE ON A NEW CHARACTER 

2006 was the year that spyware became malicious.  The boundaries between spyware, adware 

and viruses are now so blurred that malware is the only appropriate term to describe the ever 

increasing permutations of Web-based threats. 

The evolution of computer security 

threats is much like a troubled youth 

growing up without the social support 

they require - starting out with graffiti 

and vandalism and slowly becoming 

further disaffected, getting involved 

with the wrong crowd and turning to 

more serious crime.  Malware authors 

seem to have followed a similar path; 

what was once was a show of skill or 

a desire to wreak havoc to gain 

attention has instead become driven 

by criminal profit-making 

opportunities.  The desire for financial 

return has now become the raison 

ŘΩŜǘǊŜ for authors of malicious code. 

Accordingly, the strategies adopted in a more secure and growing computing market have 

become increasingly complex and multi-layered, involving deception, harassment and even 

fraud.  The approaches now involve using multiple protocols, multiple platforms and even play on 

social ties. 
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The boundaries 

between spyware, 

adware and viruses are 

now so blurred that 

malware is the only 

appropriate term. 
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The tables show the marked shift 

from viruses to spyware during 

2006.  Most virus blocks occurred 

during the first half of the year, 

whereas spyware blocks peaked in 

the second half of the year. 

 

 

 

 

2. HACKERS GET PERSONAL 

As in the natural world where living objects evolve over time, security threats evolve from 

generation to generation, such that only the toughest survive.  Often this takes the form of 

variants, which may be similar at their core but host differing payloads or effects.  In line with 

many other studies, our data indicates that typically only one variant becomes reasonably 

widespread. 

The other evolutionary trend we have observed is that malware threats are becoming 

increasingly dependent on user action, rather than sneaking in unnoticed.  The rationale is quite 

simple ς if the user explicitly agrees to install a piece of malware, the vast majority of security 

precautions are bypassed.  Malware authors are becoming accustomed to reasonably well-

patched systems and firewalls, and are now bypassing these defenses using ǘƘŜ ΨƻƭŘŜǎǘ ǘǊƛŎƪ ƛƴ 

ǘƘŜ ōƻƻƪΩ ƻŦ ŀŘƻǇǘƛƴƎ ŀ ŦŀƭǎŜ ƛŘŜƴǘƛǘȅ ƻǊ ŎǊŜŘŜƴǘƛŀƭǎΦ  ¢ƘŜ ŀǇǇǊƻŀŎƘŜǎ ǘaken tend to appeal to 

ǎƻƳŜ ƻŦ ǘƘŜ Ƴƻǎǘ ōŀǎƛŎ ŘŜǎƛǊŜǎΣ ǎǳŎƘ ŀǎ ΨǎǘŀǘǳǎΩ ƎƻƻŘǎ όŦǊŜŜ atоǎ ƻǊ ƛtƻŘǎϰύΣ ƻǊ ŀ ƳƻǊŜ 

traditional malware technique of using sex and pornography ς today 26% of Web viruses blocked 

use some form of social engineering. 

We see social ŜƴƎƛƴŜŜǊƛƴƎ ŀǎ ǘƘŜ ΨƳŜǘƘƻŘ ƻŦ ŎƘƻƛŎŜΩ ŦƻǊ malware authors today.  Operating 

ǎȅǎǘŜƳǎ ǎǳŎƘ ŀǎ ²ƛƴŘƻǿǎ ±ƛǎǘŀ ŀƴŘ aŀŎ h{ · ŀǊŜ ōŜŎƻƳƛƴƎ ƳƻǊŜ ΨƭƻŎƪŜŘ ŘƻǿƴΩ ǿƛǘƘ ōǳƛƭǘ-in 

methods to make installing unsolicited software more difficult.  We believe that the future of 

security threats lies in convincingly pretending to be ƻǊ άǎǇƻƻŦƛƴƎέ an individual or trusted 

authority, and/ƻǊ ǘƘŜ ǎƛƳǇƭŜǊ ōǳǘ ƛǊǊŜǎƛǎǘƛōƭŜ ŀǇǇǊƻŀŎƘ ƻŦ ŀǇǇŜŀƭƛƴƎ ǘƻ ǳǎŜǊǎΩ !ŎƘƛƭƭŜǎΩ ƘŜŜƭǎΦ 

 

3. THE WAY MALWARE IS BEING DISTRIBUTED IS CHANGING 

Web 2.0 sites became mainstream this year, with launches of Web 2.0 sites by some of the 

largest Internet enterprises.  Web 2.0 applications typically involve a high degree of user-

generated and remotely hosted content; they also often utilize AJAX technologies or rich media 

technologies such as Adobe (formerly Macromedia) Flash to perform complicated tasks within a 

browser window. 
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Social engineering 

emerges as the 

method of choice for 

compromising 

systems. 



 

PAGE 9 
 

Browser-based applications: new technology, new risks 

¢ƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ email ǇǊƻǾƛŘŜǊ ¸ŀƘƻƻΗ ƭŀǳƴŎƘŜŘ ƛǘǎ Ψ!ƭƭ bŜǿ ¸ŀƘƻƻΗ aŀƛƭ .ŜǘŀΩΣ ƻffering a fully 

featured email ŎƭƛŜƴǘ ƛƴ ŀ ōǊƻǿǎŜǊΦ  ¸ƻǳ¢ǳōŜ Ƙŀǎ ōŜŎƻƳŜ ƻƴŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ¢± ǎƛǘŜǎΣ ŀƴŘ 

ǎƳŀƭƭŜǊ ǎƛǘŜǎ ŜƳŜǊƎŜŘ ǎǳŎƘ ŀǎ ƻƴƻƴŜƳŀǇΦŎƻƳΣ ŀǎ ǿŜƭƭ ŀǎ {Ŏŀƴ{ŀŦŜΩǎ ƻǿƴ {ŎŀƴŘƻƻ - offering real-

time malware and pre-emptive content scanning of search engine results.  Giants such as 

Microsoft are looking to offer hosted versions of their market-leading office applications, while 

Google is making early steps into this market with their acquisition of Writely and launch of 

DƻƻƎƭŜ Ψ5ƻŎǎ ŀƴŘ {ǇǊŜŀŘǎƘŜŜǘǎΩΦ  ¢ƘŜǊŜ ŀǊŜ ŀ ƴǳƳōŜǊ ƻŦ ƛƴŘǳǎǘǊȅ ƛƴŦƭǳŜƴŎŜǊǎ ǿƘƻ ŜƴǾƛǎƛƻƴ ŀ 

business future where users have economical low-powered desktop devices running limited 

software, while most applications and data reside in the cloud. 

Many Web 2.0 applications involve the Web browser effectively becoming an environment which 

runs other applications, thus requiring the security which users currently demand from an 

operating system.  The importance of the integrity of the browser (i.e. the shell) therefore 

becomes greater, and the functionality it provides becomes more and more critical to the 

system. 

A significant proportion of Web virus threats ScanSafe blocked were exploits attacking the 

browser.  We also saw a great number of different spyware threats targeting the browser.  

Similarly, Internet Explorer 6 exploits grew by approximately 15%
1.
  Internet Explorer 7 is too new 

to ascertain whether it is more secure, although all indications suggest that it should be.  

However, there is much speculation that this will just generate more determined attacks and 

become a more valuable target for malware authors or they will switch more to social 

engineering techniques to bypass security measures. 

 

Social networking sites 

If neither the $1.65bn acquisition of YouTube by Google
2
 nor the $900m paid for search and 

advertising rights on MySpace
3 
attracted your attention, the chances are that a page on either 

site did.  In 2006, social networking sites gained mass adoption.  The sheer volume of users and 

of user-generated content acted as catalysts for users to access these sites repeatedly.  The trend 

of increased use has showed little sign of slowing over the past 12 months.  Sites of this nature 

have become so pervasive that Time Magazine elected to name their person of ǘƘŜ ȅŜŀǊ ŀǎ Ψ¸ƻǳΩ 

in recognition of the impact that user-generated content on Web 2.0 sites has had on the world 

as a whole.
4
  

                                                                 

1
 Secunia Report on Internet Explorer Vulnerabilities 

2
 Google Press Release ς 9

th
 October 2006 

3
 News Corporation Annual Report 2006 

4
 Time Magazine ς January 2007 

Social networking sites 

present some of the 

biggest security 

challenges. 

The browser is 

becoming business 

critical ς making it an 

even bigger threat 

target. 
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However, this trend poses a major security challenge due to the abdication of control over 

content, i.e. the change from the owner of the site being a trusted centralized publisher to an 

environment where the owner of the site has little control over the decentralized end user 

publishing their own content.  A Website publishing business would immediately lose credibility if 

it actively put malware on their site.  However, individual publishers do not have an equivalent 

reputation to protect, and perhaps more importantly can take on false identities, making it easier 

for them to propagate malware.  We believe that malware authors are likely to increase use of 

these platforms, often playing on social and emotional ties. 

Converged communication; converged threats 

The Web has now become the cornerstone of the Internet and there has been a continuing rise 

in the use of Web-based messaging.  In some communities, such as universities, messaging on 

social networking sites is encroaching on space traditionally reserved by email and IM.  It seems 

clear that the rapid proliferation of new Internet services and platforms will lead to an eventual 

convergence, and the Web is best positioned to be the hub of this convergence. 

!ƴ ƛƴǘŜǊŜǎǘƛƴƎ ǘǊŜƴŘ ŎƻƳŜǎ ŦǊƻƳ ǘƘŜ ǊƻƭŜ ǘƘŀǘ ŎƻƴǾŜǊƎŜƴŎŜ ²ŜōǎƛǘŜǎ ƻǊ ΨŘƛƎƛǘŀƭ ƭƛŦŜǎǘȅƭŜ 

ŀƎƎǊŜƎŀǘƻǊǎΩ ǿƛƭƭ ƘŀǾŜΣ ŀǎ ǎŜǊǾƛŎŜǎ ƭƛƪŜ tŀƎŜŦƭŀƪŜǎ ŀƴŘ bŜǘ±ƛōŜǎ Ǝŀƛƴ ŦǳǊǘƘŜǊ ǘǊŀŎǘƛƻƴΦ  LƴŘŜŜŘΣ 

established UK telecoms provider BT has announced plans for an aggregated platform of Web-

based IM, telephone, VOIP, email, SMS and social networking. 

The need for rigorous monitoring and filtering mechanisms will only increase with the emergence 

of such centralized, simplified Web convergence systems.  Interestingly, when we conducted an 

analysis of our IM Control customers, 65% of companies who thought they had effectively 

stopped IM by controlling it at the firewall were surprised to find that it was in fact going out, this 

time over channels traditionally used by Web traffic.  We believe that business should start to 

consider the ramifications of such converged systems for their IT security policies.  ScanSafe is 

already researching what new security threats may emerge as these systems become successful 

and how we can protect users against them. 

 

4. MONEY NOW MAKES THE MALWARE WORLD GO ROUND 

During 2006 we noted substantial and continuing growth in the number of malware threats 

specifically targeting the theft or abuse of financial details, most commonly Internet banking 

credentials.  While the number of such threats still remains relatively small in relation to other 

types of malware, they are now significant, and we expect to see a continuing rise in 2007.  We 

project a similar growth in phishing links (albeit at a lower rate), based on the growth in the 

number of phishing sites to which we blocked access. The impact of such threats should not be 

underestimated - the number of companies subjected to such financial threats increased by 

310% in 2006 such that 84% of all companies were subjected to financial threats. 

At the same time there was a dramatic increase in the creation of malware designed to generate 
financial gain for the author or promoter. Our data shows that over 65% of virus payloads were 
intended to achieve some direct financial benefit, with the most common tactics being either 
deploying some form of adware or the hijacking of traffic to increase hits and clicks on paid 
advertising or commission sites. 

The goal of 65% of 

Web viruses is to 

generate revenue. 

84% of companies 

were subjected to a 

financial threat. 

The Web is fast 

becoming the hub for 

convergence of 

communications. 
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5. !/¢L±9 Ψ¢La9 Lb ²L[5Ω ¢9b5LbD ¢h²!w5{ ¢I9 ½9wh-HOUR 

Radioactive isotopes have a state where they are particularly dangerous.  However, this danger 

ŘŜŎǊŜŀǎŜǎ ŀǎ ǘƘŜȅ ŘŜŎŀȅ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜƛǊ ΨƘŀƭŦ-ƭƛŦŜΩΣ ŀƴŘ ǎƻ ǘƘŜ ǘƘǊŜŀǘ ŘŜŎǊŜŀǎŜǎ ŜȄǇƻƴŜƴǘƛŀƭƭȅΦ  

Web threats share a similar property, where they have a period of time in which they are 

particularly pervasive and found in higher volumes and attacking with much vigor; this 

penetration then soon tails off. 

Our analysis of the duration of 

the Web viruses being 

experienced by our customers 

ǎƘƻǿǎ ǘƘŀǘ ǘƘŜ ŀǾŜǊŀƎŜ Ψtime in 

the wildΩ of a virus was 5 

months at the beginning of 

2006, but dropped to 3.3 

months towards the end of the 

year.  However, the average 

number of companies being 

threatened with each virus 

stayed level. 

All of the above emphasizes the importance of real-time scanning and traffic profiling as 

discussed below. 

 

6. THE NEED FOR REAL TIME SCANNING AND TRAFFIC PROFILING 

There are two driving forces behind the need for a proactive, network based, real-time scanning 

approach - the constantly evolving nature of the Web; and the continuing importance of zero-

hour threats. 

The Web is evolving 

Recent estimates put the size of the Web at around 110 million Websites, with over 1.5 million
5
 

new sites added each month.  Given that updates to Web pages are made every second of every 

day, it is obvious that new malware is also posted every day.  Consequently, an effective security 

method must be able to cope with constantly changing malware by continuously analyzing Web 

traffic for risks.  We believe that this can only be achieved by scrutinizing every packet of every 

page when the page is requested with technology that both scans and profiles the traffic for 

threats in real time. 

This problem is only likely to grow, as Web 1.0 applications (such as online forums) remain 

targets for malware, while Web 2.0 applications (e.g. MySpace, Wikipedia) empower users to 

                                                                 

5
 Netcraft ς January 2007 Web Server Survey 
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The average time a 

virus is seen Ψin the 

wildΩ dropped by 34% 

in 2006. 

Over 1.5 million new 

Web sites are added 

each month. 
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publish their own content on well-regarded, highly trafficked sites.  The popularity of these sites 

is exactly what makes them key targets for malware authors. 

Focus on the zero-hour 

Today the vast majority of security solutions are reactive technologies designed to disarm or 

block malware after it has reached a network or desktop.  Unfortunately, these technologies are 

unable to deal with the most threatening and growing security challenge today ς zero-hour 

threats. 

These threats are not on the radar of conventional security solutions as they take advantage of 

vulnerabilities or methods that are not commonly known.  By definition, there is no security 

patch, no filtering block nor any anti-virus signature available in respect of these threats.  

Protection systems that depend on any of those three methods cannot know of or detect the 

ΨȊŜǊƻ-ƘƻǳǊΩ malware and hence the threat can penetrate a system immediately. 

Equally pertinent is the time taken for updates of these solutions.  Updates take the form of new 

block lists or fresh signatures which have to propagate from the vendor to be installed into local 

desktops or appliances after release.  The time taken for this update procedure further extends 

the window of vulnerability.  One leading anti-virus vendor issues updates only once a day, and 

ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƛƴǎǘŀƭƭŜŘ ǎƻŦǘǿŀǊŜ Ƴŀȅ ƻƴƭȅ ƭƻƻƪ ŦƻǊ ŀƴ ǳǇŘŀǘŜ ŜǾŜǊȅ нп Ƙƻurs - leaving the 

window of exposure at potentially just less than 48 hours after the signature is released. 

Threat detection technology which is dependent on traditional techniques, such as URL 

ŘŀǘŀōŀǎŜǎΣ ƛǎ ƛƴƘŜǊŜƴǘƭȅ ƛƴǎŜŎǳǊŜ ƛƴ ǘƻŘŀȅΩǎ ŎƭƛƳŀǘŜ ƻŦ Ŏƻƴǎǘantly shifting threats.  In order to 

counter the ever-increasing sophistication of Web threats, businesses need multi-layered, real-

time scanning.  If the analogy of the security desk at an airport is used, the model based on 

periodically updated databases (be they signatures or filter lists) would have a security desk 

ǿƘŜǊŜ ŜǾŜǊȅ ǘǊŀǾŜƭƭŜǊΩǎ ƴŀƳŜ ƛǎ ŎƘŜŎƪŜŘ ŀƎŀƛƴǎǘ ŀ ŎŜƴǘǊŀƭ ǊŜƎƛǎǘŜǊ ƻŦ ǎǳǎǇŜŎǘŜŘ ƛƴŘƛǾƛŘǳŀƭǎΦ  Lƴ 

contrast, the real-time evaluation approach is akin to checking every single passenger by passing 

them though scanning machines, and having expert methods for identifying suspicious 

characteristics in addition to having a suspect list.  

¢Ƙƛǎ ƛǎ ǿƘȅ {Ŏŀƴ{ŀŦŜΩǎ ǇǊƻǇǊƛŜǘŀǊȅ hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜ
TM

 takes the latter approach as it is 

inherently superior.  By scanning every packet of data seen across the network, profiling the 

characteristics and behavior of the code, building intelligence that is shared across the global 

ScanSafe network, as well as checking against leading signature based systems ς we can offer a 

superior level of protection. 

  

The threat presented 

by the Zero-Hour 

keeps getting bigger. 
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OUTBREAK INTELLIGENCETM 

{Ŏŀƴ{ŀŦŜΩǎ hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜ
TM

 (OI) ǎȅǎǘŜƳ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǇƻǿŜǊŦǳƭ ǊŜŀƭ-time Web 

security system.  OI actively scans then profiles all traffic sent to or by our users, analyzing every 

packet of every file from multiple perspectives including multiple, market-leading anti-virus 

engines.  OI is a true holistic protection system with both optimizations for each type of 

service/protocol and intelligence sharing across all protocols and types of traffic. 

An emerging trend that we have been observing is a general increase towards threats rising 

during the common vacation periods as malware writers seem to issue more malicious material.  

However, the general trend is for viruses to be used as a means of disseminating spyware rather 

than the historic objective of simply causing disruption or damage to userǎΩ ǎȅǎǘŜƳǎΦ 

hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ works in a similar manner for spyware protection, leveraging our multi-

point analysis and profiling methods including comparison with multiple leading third-party 

spyware lists.  URL block lists can often be ineffective against spyware, particularly because more 

sophisticated variants can originate and connect to what would normally be considered 

legitimate sites.  OI is particularly strong in this respect, as this as it is able to determine through 

scanning and profiling methods whether Web traffic is legitimate or a spyware request.  

IM has two main areas that cause security concerns, malware and SPIM (Spam over instant 

messaging).  For malware, hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ leverages the anti-virus and spyware 

protection methods developed by ScanSafe in relation to Web traffic.  OI has been enhanced to 

profile IM-based threats by the development of specific effective training algorithms on the 

character of IM threats.  With regards to SPIM, hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ technology is able to 

scrutinize the content of messages sent and received and to profile what is being transmitted, in 

order to detect SPIM or malware associated messages not present in the block lists from our 

commercial third-party providers.  

Outbreak 

LƴǘŜƭƭƛƎŜƴŎŜϰ works 

across all ScanSafe 

Services. 
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WEB VIRUSES 

All Web viruses are opportunistic code, typically designed around exploiting a flaw or an end user 

to get other malware (normally sǇȅǿŀǊŜύ ƛƴǎǘŀƭƭŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ t/Φ  hŦǘŜƴ ǘƘŜǎŜ ¢ǊƻƧŀƴǎ ŀǊŜ ŀƭǎƻ 

part of email infections which use the Web to download further malware or code. 

The character of Web viruses changed substantially during 2006.  They are now increasing in 

number, and are being seen for a shorter time window than previously, with a different payload 

character.  

The number of new viruses being seen for the first time in a given month reduced in autumn 

2006 but started rising again towards the end of the year: 

Historically, ǳǎŜǊǎ ƘŀǾŜ ōŜŜƴ Ƴƻǎǘ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ǘƘŜ ΨƘŜŀǾȅ ƘƛǘǘŜǊǎΩ - viruses which comprise the 

highest volumes of block events.  However, in 2006 the most interesting activity is happening at 

the opposite end of the spectrum.  There has been a visible trend towards more focused attacks, 

generating a relatively high volume of blocks but only within a short lifespan.  Such attacks grew 

more frequent, as did viruses leveraging multiple vector mechanisms for infection as well as using 

multiple pieces of mŀƭǿŀǊŜ ƛƴ ΨŎƻƳōƛƴŀǘƛƻƴΩ ŀǘǘŀŎƪǎΦ 

The changing payload of such viruses is also notable, with an increase in the number of 

financially-motivated threats as well as the change of payloads to include spyware as shown in 

the table below.  This is in stark contrast to the more traditional motives such as computer 

defacement and taking advantage of system exploits. 
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Type of threat Proportion of 
virus blocks 

Proportion of companies 
affected 

Financial  1% 84% 

Malicious to computer 82% 100% 

Exploits 18% 100% 

Explicit social engineering 26% 100% 

Vector for spyware 62% 100% 

Hybrid threats 10% 58% 

Silent ς no user intervention  6% 20% 

The above trends all reinforce the importance of proactive security systems such as Outbreak 

Intelligence
TM

 which can protect against these smaller, piercing attacks even during the zero-

hour. 

  

 

YEARLY TOP 10 VIRUSES BY BLOCKS 

 

Web virus name Proportion of 

blocks 

Proportion of 

companies affected 

Trojan-Clicker.HTML.Agent.a 5.9% 36.1% 

Trojan-Downloader.Win32.Agent.ae 3.8% 1.4% 

Trojan-Downloader.Win32.Small.cgc 1.8% 0.3% 

Exploit.HTML.Mht 1.5% 16.4% 

Trojan.Win32.Diamin.v 1.4% 10.8% 

Trojan-Downloader.Win32.VB.dx 1.3% 1.3% 

Trojan-Clicker.JS.Agent.d 1.2% 54.8% 

Trojan.Win32.Diamin.t 1.1% 6.5% 

Trojan-Downloader.Win32.Ani.c 0.9% 13.6% 

Trojan-Downloader.Win32.Stubby.d 0.8% 0.8% 
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Case study: a typical Web virus threat: 

Trojan-Downloader.Win32.Ani.c 

 

This Trojan takes the form of a graphics file, commonly .bmp, .cur, or .ani, and there is no 

standard file size, but usually it will be a few KB.  This Trojan takes advantage of a vulnerability in 

an algorithm used by Windows to process this type of file.  When the user tries to display this file, 

a buffer overrun occurs and some random code is then executed.  While this happens it fetches 

another piece of malware, and then installs it on the machine attacked.   

This malware is also known as Exploit-ANIfile, Exploit.Win32.MS05-002.Gen and Exploit/MS04-

022. 
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SPYWARE, ADWARE & AD-SPONSORED MARKETING SOFTWARE 

Spyware, aŘǿŀǊŜ ŀƴŘ Ψad-sponsored marketing sƻŦǘǿŀǊŜΩ ŀǊŜ ǊŜŦŜǊǊŜŘ ǘƘǊƻǳƎƘƻǳǘ ǘƘƛǎ ŘƻŎǳƳŜƴǘ 

ŀǎ ΨsǇȅǿŀǊŜΩΦ  ²Ŝ ŎƘƻƻǎŜ ǘƘƛǎ ŎƻƴǾŜƴǘƛƻƴ ŀǎ ƻǳǊ ǳǎŜǊǎ ǇǊŜŦŜǊ ƛǘ ŀƴŘ ƎŜƴŜǊŀƭƭȅ ŀǎƪ ŦƻǊ ŀƭƭ ǎǳŎƘ 

types of applications to blocked. 

While we accept that some of the suppliers of these applications may have legitimate business 

purposes and may be acting in good faith, in our experience these applications are typically 

considered by our customers to be unwanted and inappropriate in the business computing 

environment.   

Spyware saw the biggest increase in 2006, with an increase of 254% in the number of blocks 

overall compared to 2005.  The key drivers behind this change stem from user behavior and the 

financial rewards of spyware. 

The main driver behind spyware is financial gain, in that the vast majority of spyware is intended 

to generate revenue for the developers of such applications.  There has been much controversy 

over the past year in this area, the most notable example of which being the US $3 million 

settlement between Zango LLC and the Federal Trade Commission (FTC) in respect of what the 

C¢/ ǘŜǊƳŜŘ Ψƛƭƭ-ƎƻǘǘŜƴ ƎŀƛƴǎΩ ŦǊƻƳ ǘƘŜ ŀŘǾŜǊǘƛǎƛƴƎ ŘƛǎǇƭŀȅŜŘ ōȅ ½ŀƴƎƻΩǎ applications which were 

installed on over 70m desktops in the US. 

Users are often enticed by the prospect of desirable goods or services, be it the chance to win an 

ƛtƻŘϰΣ ǘƘŜ ƭŀǘŜǎǘ ŎŜƭŜōǊƛǘȅ ǎŎǊŜŜƴǎŀǾŜǊ ƻǊ ǘƘŜ ƳƻǊŜ ǘǊŀŘƛǘƛƻƴŀƭ ŦǊŜŜ ƳǇоǎ ŀƴŘ ǇƻǊƴƻƎǊŀǇƘȅΦ  ! 

ƎǊƻǿƛƴƎ ǘǊŜƴŘ ƛǎ ǘƘŜ ǳǎŜ ƻŦ ǇŀƛŘ ǎŜŀǊŎƘ ƭƛǎǘƛƴƎǎ ǘƻ ΨŘǳǇŜΩ ǳǎŜǊǎ ƛƴǘƻ ǾƛǎƛǘƛƴƎ ǎƛǘŜǎ ƘƻǎǘƛƴƎ ǎǳŎƘ 

malware, as well as general social engineering approaches of assuming a false identity or 

credentials. 

Spyware growth in 2006 was due to both an increase in the number of spyware applications and 

greater efforts being made to disseminate each application.  As a result, more and more 

companies were threatened by spyware throughout 2006. 

 

 

 

 

 

 

 

 

 

 

The above graph displays the number of spyware blocks and the number of unique applications 

seen.  The numbers are expressed as a percentage of the total observed in the year.  
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During 2006 the spyware applications encountered by ScanSafe showed the following typical 

behaviors: 

Spyware behavior % of spyware seen exhibiting such behavior 

Tracks user behavior data 60% 

Displays adverts 52% 

Installs toolbars / browser helper objects 52% 

Difficult to uninstall 47% 

Affects system performance 36% 

Hijacks browser traffic  35% 

Sends user-inputted/keystroke data 26% 

Another key trend observed last year was that as a particular spyware application grows in 

popularity, the number of undesirable behaviors or characteristics tends to decrease.  It appears 

that spyware vendors often reduce the severity of impact of their applications once those 

applications become widespread, removing the illegal and most invasive characters of their 

software.  Yet for every spyware application that makes an attempt to be less damaging, there 

are numerous others that appear which push the boundaries of damaging payload even further.  

Spyware, much like vƛǊǳǎŜǎΣ ǘŜƴŘǎ ǘƻ ōŜ ƳǳŎƘ ƳƻǊŜ ǎŜǾŜǊŜ ŀƴŘ ŘŀƳŀƎƛƴƎ ƛƴ ǘƘŜ ΨƭƻƴƎ ǘŀƛƭ.Ω  These 

are threats that do not appear in the top 10. 

 

YEARLY TOP 10 SPYWARE BY BLOCKS 

 

Threat Proportion of blocks Proportion of companies affected 

Your Site Bar 10.82% 20.93% 

Gator 10.41% 49.61% 

Iwon 8.91% 74.49% 

Hotbar 3.31% 71.30% 

My Web Search 1.49% 39.53% 

Comet Cursor 1.22% 33.66% 

Starware 1.18% 59.69% 

Weather Bug 0.85% 13.95% 

Target Saver 0.82% 4.65% 

WhenU 0.70% 19.48% 

36% of Spyware 

 affects system 

performance 
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Case study: a typical spyware threat6: 

WhenU 

 

WhenU is advertising supported software that provides users with contextually sensitive offers 

ōŀǎŜŘ ƻƴ ǘƘŜƛǊ ²Ŝō ǳǎŜΦ Lƴ ƻǊŘŜǊ ǘƻ ŀŎƘƛŜǾŜ ǘƘƛǎ ƛǘ ŀŎǘƛǾŜƭȅ ƳƻƴƛǘƻǊǎ ǳǎŜǊǎΩ LƴǘŜǊƴŜǘ ǘǊŀŦŦƛŎΦ  Lǘ Ƙŀǎ 

many forms, although most involve a toolbar. 

  

                                                                 

6
 The comments in this section are based on the behavior of the relevant application at some 

point during the period under review.  It is possible that some of the applications which have 

historically had the characteristics of spyware (as defined above) may have been subsequently 

revised so that they no longer exhibit these characteristics. 
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WEB FILTERING 

Controlling Web content accessed by staff continues to be a major concern for enterprises.  Chat, 

IM and Web mail remain firm favorites for Web Filtering blocks, and for good reason.  These 

communications services have converged and become very sophisticated, such that they are 

suitable replacements for desktop clients.  Not only do they have potential for negatively 

impacting productivity if not managed correctly, but they also represent risk vectors for 

information leakage, legal threats and bandwidth congestion 

Some of the key trends from the year are discussed below. 

 

Chat and instant messaging take-off 

Blocks in the chat and instant messaging category grew dramatically in 2006, both with the 

growth in the use of IM and as more and more users visited online chat rooms and Web 2.0 sites 

like blogs.  This trend is likely to increase in 2007. 

The trend is symptomatic of the move away from slower forms of communication like email and 

towards so-ŎŀƭƭŜŘ ΨǇǊŜǎŜƴŎŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΩ ƭƛƪŜ La ŀƴŘ ±ƻLtΣ ǿƘƛŎƘ ŀǊŜ ƳǳŎƘ ƳƻǊŜ ƛƴǎǘŀƴǘ ŀƴŘ 

dynamic.  However, these applications also pose potential security risks by opening up a Web-

based communications channel, which means that any company not adequately protected will 

become exposed to external threats. 

 

Gambling 

Gambling site blocks consistently represented a significant number of blocked URLs, and 

ScanSafe reported surges in Web requests for gambling sites ahead of key sporting events.  

However, data indicates that visits to online gambling sites may be primarily to place bets on 

sporting events rather than spend a lot of time playing online poker and other casino games. 

For example, during the first week of April, just prior to the Grand National (a high profile horse 

race in the U.K.), ScanSafe saw a surge in Web requests for online gambling sites.  In a survey of 

almost 1 billion Web requests, ScanSafe reported a 73% increase in employee visits to online 

betting sites during office hours compared to the previous week. 

In October, the ScanSafe Threat Center saw a 40% increase in U.S.-based requests for gambling-

related Web pages, despite the fact that on October 13, 2006 President Bush signed the 

"Unlawful Internet Gambling Enforcement Act" into law.   The U.S. requests for gambling sites fell 

into three broad categories: 

 54% of  requests were for sports betting sites 

 38% of requests were for casino gambling sites (e.g. poker, blackjack, etc.) 

 8% were for lottery betting sites 

How to regulate and 

monitor Web content 

access remains a key 

concern for 

enterprises. 
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World Cup Drives Web Requests 

In June, the ScanSafe Threat Center reported that in a sample of more than one billion global 

Web requests from June 5-11 τ the week leading up to the opening weekend of the FIFA World 

Cup τ it saw an average 147% increase over the prior week in visits to World Cup-related sites by 

office workers in 10 countries. 

According to the data, Dutch employees spent an average of 46 minutes per day searching World 

Cup-related sites, followed by users in the UK who spent an average of 37 minutes per day 

engaged in the same activity. 

 

YouTube a Popular Web Destination 

The YouTube phenomenon was also reflected in Web requests.  In September one in every 200 

Web pages viewed in the workplace was a YouTube page.  Recent reports of malware-infected 

video on YouTube underlines the need for businesses of all sizes to put an Internet use policy into 

effect, deploy technology that can enforce this policy and leverage real-time scanning to protect 

against malware. 

 

YEARLY TOP 10 CATEGORIES BY BLOCKS 

 

Filtering category Proportion of blocks Proportion of companies affected 

Chat & Instant Messaging 15.09% 76.09% 

Advertising & Promotion 14.60% 47.48% 

Hosting & IT Services 9.14% 53.90% 

Webmail 7.16% 77.45% 

Software & Hardware 4.77% 79.64% 

Music 4.44% 68.98% 

News & Magazines 3.88% 90.91% 

Pornography 3.85% 100.00% 

Auctions & Ads 3.64% 46.43% 

Gambling 3.39% 84.00% 

The most widespread category (in terms of generating blocks) was Chat & Instant Messaging. 

The most commonly blocked category (in terms of companies affected) was Pornography. 

  

1 in every 200 Web 

pages viewed in the 

workplaces was a 

YouTube page. 



SCANSAFE ANNUAL GLOBAL THREAT REPORT 

PAGE 22 

INSTANT MESSAGING 

Many users now send more messages by IM than by email
7
.  IM is arguably a productivity boon, 

allowing users to interact with colleagues with quick rapid-fire questions and keep in touch with 

loved ones especially when working long hours.  As a result it has become a de facto legitimate 

business tool, and companies will find users using Instant Messaging applications whether 

sanctioned or not. 

However, IM continues to be one of the biggest headaches for corporate networks.  It can 

represent a productivity, security and confidentiality risk due to Web-based clients and the 

ongoing difficulty of blocking the traffic at the firewall, thanks in part to port-agile clients.  

aƻǊŜƻǾŜǊΣ LaΩǎ ǿƛŘŜǎǇǊŜŀŘ ǇƻǇǳƭŀǊƛǘȅ ƛǎ ǇŀǊǘ ƻŦ ƛǘǎ ŀǇǇŜŀƭ ŦƻǊ ƘŀŎƪŜǊǎΦ  ¢Ƙƛǎ ƛǎ ŜȄŀŎŜǊōŀǘŜŘ ōȅ ǘƘŜ 

existence of a wide number of clients, with different levels of update, as well as often hastily 

released beta versions in widespread use.  All of this offers malware authors great potential to 

ŀǘǘŀŎƪ ǿƘŀǘ ǿŜ ŎƻƴǎƛŘŜǊ ǘƻ ōŜ ǘƘŜ ƴŜȄǘ ΨǿŜŀƪŜǎǘ ƭƛƴƪΩ ƛƴ ƴŜǘǿƻǊƪ ǎŜŎǳǊƛǘȅΦ 

As well as malware targeting vulnerabilities in IM, a key component of IM threats is the 

convergence with Web threats.  In line with the growing trend for Web threats to use social 

engineering techniques, the same is being applied to IM.  Similarly, much SPIM is like SPAM in not 

only deluging users with irritating advertising messages but also often pointing to links that host 

malware or offensive content.  A secure Web platform will add further strength to IM defenses. 

The graph shows 

the distribution of 

the number of new 

IM threats we 

protected against 

each month. 

 

                                                                 

7
 For example, 26% of adults who use IM send more IM than emails (Associated Press/AOL 

survey December 2006) 
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Case study: a typical IM threat: 

W32.Kelvir 

MSN Messenger was targeted with a large number of variants (approximately 120) of this 

malware.  Designed initially to propagate the MSN network, other IM networks were appended 

later in order to aid its distribution capabilities.  Having infected a machine it would download a 

remote file and update itself over the Web.  In addition, it would gather the computer name and 

information about its hard drives and system information, as well as carrying out Denial of 

Service attacks.  

On 31st December 2005, a variant of the above malware which took advantage of the WMF flaw 

came to light.  This was just days after similar exploits as Web viruses and email viruses started to 

make an appearance.  The payload of this variant was the installation of an IRCBot.  A subsequent 

autopsy of the IRCBot showed that it was designed for use by a group of cyber-criminals. 
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SEARCH THREATS 

Search has long been the gateway to the Internet.  However, much of the Internet represents 

uncharted territory for many users, and consequently poses unknown risks.  Since the launch of 

{Ŏŀƴ{ŀŦŜΩǎ {ŜŀǊŎƘ ǘƘǊŜŀǘ ǿŀǊƴƛƴƎ ǘƻƻƭ {ŎŀƴŘƻƻϰ, we have been able to warn users about the risk 

they may face before they click on a search result.  In early 2007, we will be launching 

SearchAhead ς {Ŏŀƴ{ŀŦŜΩǎ ŜƴƘŀƴŎŜŘ ǎŜŀǊŎƘ ǘƘǊŜŀǘ ǿŀǊƴƛng tool for corporate customers. 

 

WHY SEARCH IS IMPORTANT 

!ǎ ǇŀǊǘ ƻŦ {Ŏŀƴ{ŀŦŜΩǎ ŎƻƴǘƛƴǳƛƴƎ ƛƴǘŜǊƴŀƭ ǊŜǎŜŀǊŎƘΣ ǿŜ ŀƭǿŀȅǎ ǎŜŜƪ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ƳƻǊŜ ŀōƻǳǘ 

how content and security blocks are occurring.  We have modelled the typical user behavior in a 

corporate environment, and found that much Web use is limited to a small group of known and 

trusted resources normally including a news site, an industry site and a Webmail service.  Aside 

from malware via email, these sites are generally trusted destinations, and if managed properly 

are relatively low-risk. 

However, exposure to both offensive content and malware does still occur as a result of visiting 

new and unfamiliar sites.  Users gain access to these sites by a number of different methods such 

as peer-referrals, specialist portals and so on.  However, by far the dominant route is via the 

major search engines ς so much so that we believe that Search is the primary way in which 

corporations are exposed and threatened with both offensive content and malware. 

 

SEARCH THREAT DATA 

ScanSafe has been monitoring the level of threats found data since the launch of Scandoo in May 

2006.  We have analyzed the output that Outbreak Intelligence
TM

 provides on a randomized 

anonymous sample of search threats, representative of real-world searches. 

The following table shows the level of risk in relation to the most popular searches: 
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Typically, we saw approximately 1 in 5 popular searches generating results which link to either 

offensive content or malware.  While search engines are intended to focus on the most relevant 

pages hosting content relating to the search term, it is clear that malware authors are well aware 

of the most popular searches and 

are targeting these terms.  

Over the past six months ScanSafe 

has also evaluated the nature of 

warnings generated by our 

{ŎŀƴŘƻƻϰ ōŜǘŀ ǎŜǊǾƛŎŜ: 

While malware on the Web poses 

a significant risk, it is evident that 

offensive content represents a 

substantially greater risk to users 

with over 80% of Scandoo blocks 

being generated by offensive 

content. 

 

  

Offensive content 

represents 80% of 

search warnings. 
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APPENDIX 1: METHODOLOGY AND DISCLAIMER 

ScanSafe is committed to sharing the information contained within this report for the greater 

benefit of the Internet security community. 

All data was obtained from the Outbreak Intelligence
TM

 analysis of traffic that occurs as part of 

the real-time security processing of Web traffic for our customers.  Our hǳǘōǊŜŀƪ LƴǘŜƭƭƛƎŜƴŎŜϰ 

data is continuously harvested for analysis and periodically re-evaluated.   If deemed appropriate, 

alterations are made for improvement of the service to our customers.  This is just one of the 

many ways we demonstrate our commitment to continuous improvement of service. 

The sample of this report is the analysis of over 60 billion Web requests made during 2006 by 

corporate customers of ScanSafe, located in over 30 countries in five continents.  All reasonable 

efforts to ensure statistical validity have been made. 

While ScanSafe believes that this is a reasonably representative statistical sample, and conforms 

to the corresponding level of validity testing, Internet content and usage will inevitably change 

over time and ScanSafe accepts no liability in respect to the accuracy or completeness of the 

statistics.  ScanSafe seeks to encourage and facilitate the safe and productive use of the Internet 

through the use of its Web security solutions.  However, nothing in this report is intended as a 

criticism of any specific website, and Internet users should form their own view as to the risks 

involved in visiting specific websites. 

{Ŏŀƴ{ŀŦŜΩǎ Web Malware Scanning service is designed to help businesses maximize productivity 

by blocking a range of programs that some users might consider unwanted.  ScanSafe recognizes 

that there may be legitimate uses of these applications in environments where an authorized 

administrator has knowingly installed this application.  Spyware, adware & ad-sponsored 

marketing software are collectively referred to as ΨspywareΩ throughout this document. 
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APPENDIX 2: HOW OUTBREAK INTELLIGENCETM WORKS 

 

Outbreak Intelligenceϰ (OI) actively analyzes all traffic generating vast traffic profile volumes.  It 

utilizes proprietary self-learning algorithms and data-mining techniques to identify suspect 

profiles by detecting tell-tale traits; and to disarm them with immediate effect.  This makes OI 

ƻƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ ŀŎŎǳǊŀǘŜ ŀƴŘ ǎŜŎǳǊŜ ǇǊƻǘŜŎǘƛƻƴ ǎȅǎǘŜƳǎ ǘƻŘŀȅΣ ŀǎ ƛǘ ƭŜǾŜǊŀƎŜǎ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ 

sample size of Internet Traffic security analysis, sharing the observations and network effects 

across our global user base. 

 

Outbreak Intelligence

Every IM and Web page we see is analyzed and profiled in many different ways - this intelligence 

incorporates into OI through proprietary self-learning algorithms and data mining techniques.

 

 

The following diagram provides and overview of the decision-making process employed by OI 

when evaluating a typical malware threat: 
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Outbreak Intelligence in Action

AV Signature 

No Virus

From Vladivostok, Russia Adds file to /windows/system32 Seen 4 times in last 24h

Historical 

Rogue Host

 

In this example, OI first checked the file with its multiple AV signature engines which gave the file 

ŀƴ Ψŀƭƭ ŎƭŜŀǊΩΦ  IƻǿŜǾŜǊΣ hLΩǎ ǘƘǊŜŀǘ ǇǊƻŦƛƭƛƴƎ system recognized the following facts: the file had an 

unusual behavior of adding to the /windows/system32 directory; and OI had seen the same file 

from Vladivostok, Russia for the fourth time that day; and the originating host had an historical 

connection with malware.   OI is able to put these data points into context thanks to over six 

billion monthly Web requests observed by the system, and comes to the conclusion that the file 

is highly suspect, and elects to block the file pending further investigation.  




