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FOREWORD

2 Sf 02YS (i 2AnfudGopdl ThreabRapbrt: 2006 Since we pioneered Web Secusdty
a-Service over three years ago, the marketplace has chadgadatically. The level of threat

has intensified, and our services have evolved to meistiiBing challengeScanSafés pleased

to have the opportunity to share with the security community at large some of the insights we
have obtained over the past year.

This report is derived from the research ScanSafe conducts in oriteptovethe lewel of

protectionand responsiveness @& dzNJ & SNIIA OSa @ Ly GKS wySeé ¢NBYR
on thesecuritytrends that appear acrogbe Internet and make some interesting forecasts about

the security landscape for 2007

We are looking forwat to rolling out numerous new features and enhancements over the next
year, some of which are alluded to in this report (including Sestield which will offer pre
emptive search protection to our corporate customer3hese are designed to protect our
customers from the threats we foresee in 2007.

As always, we welcome your feedback; please contact feedback@scansafe.com

ABOUT SCANSAFE

ScanSafe is the pioneer and leading global provider of Web Seasat$ervice, ensuring a safe

and productive Internet environment for businesses. ScanSafe solutions keep viruses and
spyware off corporate networks and allow businesses to control and secure the use of the Web
and instant messagingAs afully managed sew OS> { OF y{ I F8SQa az2ft dziAz2ya
upfront capital costs or maintenance and provide unparalleled-tiea threat protection.

Powered by its proactive, multayered Outbreak Intelligen&¥ threat detection technology,
ScanSafe processes mohah six billion Web requests and blod&million threats each month
for customers worldwideincluding Rothschild, Condé Nast and BMW.

Since pioneering the market for Web Secu#tya-Service, ScanSafe continues to deliver

innovative Web security solaths, including the introduction of Scanddo G KS 62 NI RQa T A
Internet safe search tool that classifies search engine results based on the presenalvafe

and unwanted content.

With offices in London and San Mateo, California, ScanSafe is privateed and financed by

Benchmark Capital. The company received the Info Security Global Product Excellence Award for
.8aG alylF3ISR {SOdNARiG& {SNBAOSE YR g6la ylIYSR 32
companies. For more information, vigitvw.scansafe.com

ScanSafe Limited
The Connection, 198 High Holborn, London, WC1V 7BD
Tel:+44 (0) 20 7959 0630~ax: +44 (0) 20 7990 8416rfo@scansafe.com

ScanSafe Services LLC
999Baker Way, Suite 410, San Mateo, CA 94404
Tel:+1 656294-3450| Fax: +1 65294-3451 | info@scansafe.com
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SCANSAFE ANNUAL GAOBHREAT REPORT

EXECUTIVE SUMMARY

The ScanSafe Global Threat Report is an analysis of more than 60 billion Web requests processed
in 2006 by the ScanSafe Threat Center on behalf of2h¥ ¢J- y @ Qa O2NLI2 NI} iS Of A S
countries across five continents.

This report review®ebbasedi KNB I a +a aSSy o6& {OFy{l¥SQa fSI
Ly GSt fanddatffee@MNE Y { O 4hé-O fFBSd2RQ WI3/a A (i A 2 yothe LINE @A RA vy
nature and impact of the security risks actually faced by businesses, as well as analysis of their
behavior and the trends that emerge. It will present threat inteligeBde i KSNBER FTNRY { Ol
range of servicesWebMalware ScanningWeb Filteing, IM Control as well as information on

search threatsbased on research conducting using Scaflfodhe 6 2 N¥f RQa FTANBRG T NB S
safe search tool that classifies search engine results based on the presenaévaireand

unwanted content.

KEY RENDS

lY2y3 GKS NBLR2NIQa FAYRAy3Ia | NBY

0 Threats on thelnternet take on a new character
The numbeiof spywareapplications soad and the number opywareblocks increases by
over 254%n 2006 At the same timespywarebeganto containcrippling payloads,
becoming as damaging as mavisuses.

0 Hackers get personal
Ascomputers get more securejalware authors change tactics. Soelagjineering emerges
asthe method of choice to infect computers, taking advantage of arguably the weakest link
the end user.26% of Web viruses blocked use some form of social engineering.

0 The waymalware & being distributed is changing
Web 2.0,socialnetworking sitesandinstantmessagindIM) - all heralded as the
breakthrough technologies of our timeare now béngtargeted by malware authors; up to
1 in 600 pages on social networking sites.

0 Money now m&es themalware world go round
There wasa dramatic rise in the number @feb virusattacks that seek to steal money from
the bank accounts of individuals and corporatio®@ver 84% of our customers were
threatenedby such attacksup by 310%.

0 Shorter does not mean sweeter
2 KAES KS | @SNI 3 Ealwaie has SecrkagdayB40Eas eridbrar6ll o 2 NJ
updates, thisonlyempha$ & G KS AYLRZ2 NI I-KDOD&NRTLIKE BS 0aA PV S AT
still a critical time lag before updates are released and installed.

o {SS1 YR &®hat®@KI ff FAYRX
Searchengineshave increasinglipecomea gateway for exposure to business risks and

malware. Of the mostommonsearches, pe in fiveresult pageontain eithermalware or
offensive content.

This document will also inform readers of approaches that can be used to protect against the
Web threatsdiscussed.
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KEY FACTS

Most widespread virus:

o0 By number of blocks: TrojanClicke. HTML.Agent.a 5.9% of total virus
blocks

0 By number of companies affected: TrojanClicker.JS.Agent.d 54.8% ottompanies
affected

Most widespread spyware:

0 By number of blocks: Your Site Bar 10.8% of spyware
blocks

0 By number of companies affected: Iwon 74.5% of companies
affected

Most blocked Web Filtering category:

0 By number of blocks: Chat & Instant Messaging  15.1% of Filtering
blocks
0 By number of companies affected: Pornography 100.0% of

companiesaffected
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SCANSAFE ANNUAL GAOBHREAT REPORT

WHY THIS REPORT?

This eport provides a view of the threats which businesses actually face, rather the than ones
experienced in labs or artificial environments. Our data is gathered frontinealanalysis by
Outbreak IntelligencTé’I of every single Web requeScanSafe procesdén 2006

Thisreport represents
0KS ¢g2NI RQ3
security analysis of

reakworld Web traffic. This approach differs to traditionatethods of gathering information in relation toalware such

4 RA &l NXDBIEZ S Ry. STHaA#iS& and contrived naturef such methods can lead
to a skewed vision of the datahichdoesnot reflect the threats from which users actually need
protecting.

hdzNJ £ SFRAY 3 LREAAGA 2002 Z dZRINE BA BES ¥ 3 dzawBrBl gzB R 8 & ( WA y
business traffic our customers are sending and receiving. Our analysis is based on handling over

60 billion Web requestin 2006 in over 30 countries, across five continentshis represents the

g2NX RQa I NASal awbrddvsafc |y feara 2F NBI €

At ScanSafe we recogaithat Web security requires a proactive approach from a number of
perspetives¢ Networklmpact Technical Characteristics and User Behavior.

-

, Network
User Behavior Impact
. Technical ‘
Characteristics

By using the analysis data generatedhbyzii 6 NB | { Lty prddectfour El&omers,
ScanSafean report on the threats that our usewould havebeen exposed ttad they not used
our services.

More information abouth dzii 6 NB I { L cArib® fodind i Spyeddio
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KEY TRENDS

In the world of Web seurity, 2006 will be remembereals the year in which Web threaggew
up.

It was the yeathat spyware evolved fanged teeth and becamalicious. The financiailyriven
nature ofmalware became the core driver for the development of new and highly pervasive
threats. As software vendotsave begun tdake computer securitynore seriously and
tightened up their code, so thenalware authas haveevolved the character of their threats in
response.

Threats are now operatingnd converging@cross multiple Internet platforms. Socmgtworking

sitesand Web 2.Gpplicationsgained traction but at the expense of productivity anglith a

greater exposure tanl £ g I NB ® [Fadtes oKAES GKNBI (Ghe Sy22e8SR | YdzOK
risk duringthe zerchour period - the period of time between the emergenacd a new piece of

malwareand when traditional antmalware signatures become availableemains high

1. THREATS ON THE INTERNET TAKE ON A NEW CHARACTER

2006 was the year thapyware became malicious. The boundaries betwsgyware,adware

andviruses are now so blurred thatalware is the only appropriate terto describethe ever The boundaries
increasing permutations of Webased threats between spyware,
adware and viruses are
The evolution of computer security now so blurred that
Viruses: % of total virus blocks in 200 threats is much like a troubled youth malware is the only
16% growing up without the social support appropriate term.
0
° they require- starting out with graffiti
14% . .
o and vandalism and slowly becoming
0,
12% ° further disaffected, gettingnvolved
10% ° \.'\ ° with the wrong crowd and turning to
8% . more serious crime. Malware authors
6% ° seem to have followed a similar path;
4% o o ° what was once was a show of skill or
204 a desire to wreak havoc to gain
0% - attention has instead becomdriven
© © © © © © © © © © O © by criminal profitmaking
RLIYIILPLILILLRARILISZCRSI . ) ) .
T3 586825325838 opportunities. The desire for financial
P LsS<s®2gn O0=zA

return has now become thmison
R Q Sfér sidghors ofmaliciouscode.

Accordingly, the strategies adopted in a more secure and growing computing market have
become increasingly complex and mdiftyered, involving deg®ion, harassment and even

fraud. The approaches now involve using multiple protocols, multiple platforms and even play on
social ties.

PAGE/



Social engineering
emerges as the
method of choice for
compromising
systems.

SCANSAFE ANNUAL GAODBHREAT REPORT

Spyware: % of total spyware blocks in 20C

14%
12% ®

The tables showthe marked shift

from viruses to spyware during 10% ® ® )
2006. Most virus blocks occurred 8% /
during the first hdi of the year, )

6%

whereas spyware blocks peaked in 4% o °
the second half of the year.
2%
0% T T T T T T T T T T T 1
© © © © © © © © © © © O
222222222329 %
T © 8 S 5 3 O 9 5 O
DL s < g 52 2 n 0 24

2. HACKERS GET PERSONAL

As in the natural world where living objects evolve over time, security threats evolve from
generation to generation, such that only the toughest survi@ften this takes the form of
variants, which may be similar at their core but host differing payloads or effects. In line with
many other studies, our data indicates that typically only one variant becomes reasonably
widespread

The other evolutionaryrend we have observed is thatalware threats are becoming

increasingly dependent on user action, rather than sneaking in unnoticed. The rationale is quite
simplec if the user explicitly agrees to install a piecevalware, the vast majority of sectyi

precautions are bypassed. Malware authors are becoming accustomed to reasonably well

patched systems and firewalls, and are now bypassing these skfagingli KS W2t RSa il { NR
GKS 0221Q 2F FR2LIWGAY3 I+ T f & Sakeh ei®iyolappéadto 2 NJ ONBF
a2YS 2F GKS Y2ad oFairO0 RSaANBaz adzOK Fa wadl dd
traditional malware technigue of using sex apdrnographyg today 26% of Webiruses blocked

use some form ofocialengineering

Weseesociddy AAYSSNAyY A | & (K Bawae Suihereteday? ®pe@thg A 0SQ F2
aedaidsSvya adzOK a 2AyR2ga xAaidl FyR al Odinh{ - I NE
methods tomake installinginsolicited softwaramore difficult. We believe that the futuref

security threats lies in convincingly pretending tob&lJ ¢ a Lt thdividyaHog trusted

authority,and/2 NJ 6 KS aAYLIX SNJ 6dzi ANNBAAAGAOGE S I LILINRI OF

3. THEWAYMALWAREHS BEING DISTRIBUTED IS CHANGING

Web 2.0 site became mainstream this yeavith launchesof Web 2.0 siteby some of the

largest Internet enterprisesWeb 2.0 applications typically involve a high degree of-user
generated and remotely hosted content; they also oftéilize AJAX technologies or hiecnedia
technologies such as Adobe (formerly Macromedia) Flash to perform complicated tasks within a
browser window.
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Browserbased applications: new technology, new risks

CKS ¢2NI QnRéLINRIOMERSANG | F K22 H £ | dzy OK S Rffefing &@fullyp! CMH
featuredemailot A Sy G Ay  ONBGESN®D , 2d¢d0S Kla of bec;:]?ngrgzvssiig':s !
aYlFItft SN aAisSa SYSNHSR adzOK | a 2y 2y-sfiéingieed?2 Y . . a
. i i ) ) critical ¢ making it an
time malwareand preemptive content scanningf searchengineresults. Giants such as even bigger threat
Microsoft are looking to offer hosted versions of their marlexiding office applications, while target.
Google is making early steps into this market with their acquisition of Writely and launch of

D223ftS W52085SKHYR®{ LIMEBSREKI NS I ydzYoSNI 2F Ay ROzauNE Ayt
business future where users have economical-fmwered desktop devices running limited

software, while most applications and data reside in the cloud.

Many Web 2.0 applications involve théeb browser effectively becoming an environment which
runs other applications, thus requiring the security which users currently demand from an
operating system. The importance of the integrity of the browser (i.e. the shell) therefore
becomes greater, ahthe functionality it provides becomes more and more critical to the
system.

A significant proportiorof Webvirusthreats ScanSafélocked were exploits attacking the
browser We also saw a great number of differesptywarethreats targeting the browser
Similarly, Internet Explorer 6 exploits grew by approximately™158ternet Explorer 7 is too new
to ascertain whether it is more secure, although all indications suggest that it should be.
However, there is much speculation that this will just gettermore determined attacks and
become a more valuable target faralwareauthors or they will switch more to social
engineering techniques to bypass security measures.

Social networking sites

If neither the $1.65bn acquisition of YouTube by Googte the $900m paid for search and Social networking sites

advertising rights on MySpascmtracted your attention, the chances are that a page on either present some of the
site did. In 2006social networking sites gained mass adoptidhe sheer volume of users and biggest security
of usergenerated contenticted ascatalysts for users to access these sites repeatedly. The trer challenges.

of increased use has showed little sign of slowing over the past 12 months. Sites of this natur

have become so pervasive that Time Magazine elected to name their pefsoK S & SINJ | a W, 2 dz
in recognition of the impact that usagenerated content on Web 2.0 sites has had on the world

as a whol€'

! Secunia Report on Internet Explorer \erabilities
2 Google Press Releas@th October 2006
*News Corporation Annual Report 2006

*Time Magazing January 2007



The Web is fast
becoming the hub for
convergence of
communications.

The goal of 65% of
Web viruses is to
generate revenue.

84% ofcompanies
were subjected to a
financial threat.

However, this trend poses a major security challenge due to the abdication of control over
content, i.e. the change from the owner of the siteithg a trusteccentralized publisher to &
environmentwhere the owner of the site has little control over tdecentralzed end user

publishing their own content. A Website publishing business would immediately lose credibility if
it actively putmalwareon their site. However, individual publishers do not have an equivalent
reputation to protect, and perhaps more importantly can take on false identities, making it easier
for them to propagatemalware. We believe thamalwareauthors are likely to increseuse of

these platforms, often playinon social and emotional ties.

Converged communication; converged threats

The Webhas now becoméhe cornerstone of theénternet and there has been a continuing rise

in the use of Wekbased messaging. In some commities, such as universities, messaging on
social networking sites is encroaching on space traditionally reservechhitand IM. It seems
clear that the rapid proliferation of new Internet services and platforms will lead to an eventual
convergence, aththe Web is best positioned to be the hub of this convergence.

'y AYGSNBalGAy3dI GNBYyR 02YSa FTNRY GKS NRtS (KL
F3aANBIFG2NBRQ oAttt KIS a aSNBAOSa tA1S tl3ST
establshed UK telecoms provider BT has announced gdtaren aggregategblatform of Web

based IM, telephone, VOIPmMail, SMS and social networking.

The need for rigorous monitoring and filtering mechanisms will only increase with the emergence
of suchcentralzed, simplified Web convergence systemigterestingly, when we conducted an
analysis of our IM Control customers, 65% of companies who thought they had effectively
stopped IM by controlling it at the firewall were surprised to find that it was in faoigyout, this

time over channels traditionally used by Web traffit/e believe that business should start to
consider the ramifications of such converged systems for their IT security polktgasSafe is
already researching whatew security threats my emerge as these systems become successful
and how we can protect users against them.

During 2006 we noted substantial and continuing growth in the numbenadfvarethreats
specifically targeting the theftraabuse of financial details, most commonly Internet banking
credentials. While the number of such threats still remains relatively small in relation to other
types ofmalware,they are now significant, and we expect to see a continuing rise in 2007. We
project a similar growth iphishinglinks (albeit at a lower rate), based on the growth in the
number ofphishingsites to which we blocked access. The impact of such threats should not be
underestimated- the number of companies subjected to such finahtireatsincreased by

310%in 2006such that84% of all companiesere subjected tdinancial threats.

At the same time there was a dramatic increase in the creationadivare designed to generate
financial gain for the author or promoter. Our data st®that over 65% ofirus payload were
intended to achieve some direct financial benefit, with the most common tactics being either
deploying some form of adware or the hijacking of traffic to increase hits and clicks on paid
advertising or commission sise



'/ ¢L+9 WYWe¢La9 Lb 2L[5Q ¢9HWEBIRbD ¢h

Radioactive isotopes have a state where they are particularly dangerous. However, this dang
RSONBI 4Sa a GKSe REOFEQIYI fRYS20KH&KK GKS8BL The average time a

Webthreats share a similar property, where they have a period of time in which they are virus is seerth the
particularly pervasive and found in higher volumes and attacking with much vigor; this wildQropped by 34%
penetrationthen soon tails off. in 2006

Our analysis of the duration of

Average time virus seer

the Webviruses béng
experienced by our @tomers

2]
e
£ 5 4K264a GKI GtmeS F @SNI 38 W
..g 4-2 the wildof avirus was 5
g 35 months at the beginning of
g 3 e 2006, but dropped to 3.3
z 25 months towards the end of the

2 year. However, the average

NG N N e e NG number of companies being
SO @'8\ DA & threatened with each virus

Source: ScanSafalysis and Modelling stayed level.

All of the aboveemphastesthe importance of reatime scanning and traffic profiling as
discussed below.

6. THE NEED FOR REAL TIME SCANNING AND TRAFFIC PROFILIN

There are two driving forces behind the need for a proactive, network basedtimealkcanning
approach- the constantly evolving nature of the Web; and the continuing importance ofzero
hour threats.

The Web is evolving

Recent estimates put the size of the Web at around 110 million Websites, with over 1.5 hillic

new sites added ezn month. Given that updates to Web pages are made every second of ey~ Over 1.5 million new
day, it is obvious that newalware is also posted every day. Consequently, an effective secul Websitesare added
method must be able to cope with constantly changinglware by continuously analym Web Eechimani
traffic for risks. We believe that this can only be achieved by scrutinizing every packet of eve.,

pagewhen the page is requestedith technology that bottscansand profilesthe traffic for

threats in real time.

This problem is only likely toaw, as Web 1.0 applications (such as online forums) remain
targets formalware, while Web 2.0 applications (e.g. MySpace, Wikipedia) empower users to

® Netcraftc January 2007 Web Server Survey
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The threat presented
by the ZeroHour
keeps getting bigger.

publish their own content on wellegarded, highly trafficked sites. The popularity of these sites
is exatly what makes them key targets foralware authors.

Focus on the zertour

Today the vast majority of security solutions are reactive technologies designed to disarm or
blockmalwareafter it has reached a network or desktop. Unfortunately, these tetbgies are
unable to deal with the most threatening and growing security challenge tqdayo-hour
threats.

These threats are not on the radar of conventional security solutions as they take advantage of
vulnerabilities or methods that are not commordgown. By definition, there is no security

patch, no filtering block nor any antirus signature available in respect of these threats.
Protection systems that depend on any of those three methods cannot know of or detect the
Wi KNRirdivare and heoe the threat can penetrate a system immediately.

Equally pertinent is the time taken for updates of these solutions. Updates take the form of new

block lists or fresh signatures which have to propagate from the vendor to be installed into local
desktopsor appliances after release. The time taken for this update procedure further extends

the window of vulnerability. One leadiragti-virusvendor issues updates only once a day, and

GKS Odzad2YSNRa AyadlftSR a27Fdg¢luNBeaingthe 2y f & f 22
window of exposure at potentially just less than 48 hours after the signature is released.

Threat detection technology which is dependent on traditional techniques, such as URL
RFEGFrolasSazs Aad AYKSNBy(f & adlyshifing teeds. hyrdeiitd RI @ Qa C
counter the evefincreasing sophistication of Web threats, businesses need taykred real

time scanning. If the analogy of the security desk at an airport is used, the model based on
periodically updated databasébe they signatures or filter lists) would have a security desk

GKSNBE SOSNE (NI @StftSNRaE yIYS Aa OKSOTSR |3l Ays3
contrast, the reatime evaluation approach is akin to checking every single passenger bygass

them though scanning machines, and having expert methods for identifying suspicious

characteristics in addition to having a suspect list.

CKAA A& gKeée {OFy{lT50a iusediNNabet dppdachtagiiso NB I 1 Ly
inherently superior Byscanningevery packet of data seen across the netwamiqgfiling the

characteristics and behavior of the code, building intelligence that is shared across the global
ScanSafe network, as well as checking against leading signature based systeigas offer a

superior level of protection.



OUTBREAK INTELLIGENCE

{OFy{I F8Qa hdzl"b(@mBERBGISY(I d&t AESy @8 NdmeWeb Y2 &
security system. Ol actively scans then profiles all traffic sent to or by our users, analgring ev
packet of every file from multiple perspectives including multiplarketleading antivirus

engines. Ol is a true holistic protection system with both oations for each type of
service/protocol and intelligence sharing across all protocolstgpels of traffic.

An emerging trend that we have been observing is a general increase towards thrigags ris
during the common vacation periods amlware writers seem to issue more malicious material.
However, the general trend is feiruses to be used as a means of disseminadpyyvare rather
than the historic objective of simply causing disruption omdgetousei Q dedad Svya o

hdzii o NBF 1 LwoikSit & simBabryabr®nfapyware protection, leveragig our multi

point analysis and profiling methods including comparison with multiple leading-plairty

spyware lists.URL block lists can often be ineffective agaspsgtvare, particularly because more
sophisticated variants can originate and connecivttat would normally be considered

legitimate sites. Ol is particularly strong in this respect, as this as it is able to determine through
scanning and profiling methods whether Web traffic is legitimate gpyavare request.

IM has two main areas thatase security concerngjalware and SPINSpam ovemstant
messaging) Formalware,h dzii 6 NB I 1 L lgvér&estthadi SiyaOadhdspyware

protection methods developed by ScanSafe in relation to Web trafiithas been enhanced to
profile IM-basedthreats by the development of specific effective training algorithms on the
character of IM threatsWith regards to SPIMy dzii 6 NS | {  Ltgctn®logl is @B 60 S u
scrutinize the content of messages sent and received and to profile what is being ittaisrim
order to detect SPIM amalware associated messages not present in the block lists from our
commercial thirdparty providers.

L2 6 SNF dzf NI

Outbreak

Ly dSt f wok$
across all ScanSaft
Services



The number viruses
seen for the first time
is outpacing the
number of previously
seen viruses.

SCANSAFE ANNUAL GAOBHREAT REPORT

WEB VIRUSES

All Webviruses are opportunistic code, typically designed around exploiting a flaw or an end user
to get aher malware (normallysLJg@ 6 NS0 Ayadlkff SR 2y GKS dzaSNDa
part of email infections which use the Web to download furthelware or code.

The character of Wetliruses changed substantially during 2006. They are now inageasi
number, and are being seen for a shorter time window than previously, with a different payload
character.

Number of new and previously seen viruse

250

»o0 \/\/_\

150 \\
) \’/\/\/_]

Jan06 Mar-06 May-06 Juto6 Sep06 Now06

Number of viruses

——new viruses ~— previously seen viruses

The number of newiruses being seen for the first time in a given morgtluced in autumn

2006 but started rising again towards the end loé tyear:

Historicallydza SNE KI @S 0SSy Y2al A yinSesRMEch SoRprigeythe i K S
highest volumes of block events. However, in 2006 the most interesting activity is happening at
the opposite end of the spectrum. There has beerisible trend towards more focused attacks,
generating a relatively high volume of blocks but only within a short lifespan. Such attacks grew
more frequent, as didiruses leveraging multiple vector mechanisms for infection as well as using
multiple piecs ofmk £ 6 NB Ay WO2YOoAylFdA2yQ FidlO14ao

The changing payload of sudhuses is also notable, with an increase in the number of
financiallymotivated threats as well as the change of payloads to inctpgevareas shown in
the table below This is in stargontrast to the more traditional motives such as computer
defacement and taking advantage of system exploits.

PAGEL4
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Type of threat Proportion of Proportion of companies

virus blocks affected
Financial 1% 84%
Malicious tocomputer 82% 100%
Exploits 18% 100%
Explicitsocial engineering 26% 100%
Vector forspyware 62% 100%
Hybridthreats 10% 58%
Silent¢ no user intervention 6% 20%

The above trends all reinforce the importance of proactive security systems such as Outbreak
Intelligencé’vI which can protectgainst these smaller, piercing attacks even duringzére-
hour.

YEARLY TOP YORUSEBY BLOCKS

Web virus hame Proportion of Proportion of
blocks companies affected
TrojanClicker.HTML.Agent.a 5.9% 36.1%
Trojan-Downloader.Win32.Agent.ae 3.8% 1.4%
TrojanDownloader.Win32.Small.cgc 1.8% 0.3%
Exploit. HTML.Mht 1.5% 16.4%
Trojan.Win32.Diamin.v 1.4% 10.8%
TrojanDownloader.Win32.VB.dx 1.3% 1.3%
TrojanClicker.JS.Agent.d 1.2% 54.8%
Trojan.Win32.Diamin.t 1.1% 6.5%
Trojan-Downloader.Win32.Ani.c 0.9% 13.6%
Trojan-Downloader.Win32Stubby.d 0.8% 0.8%

PAGELS
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/Casestudy: a typical Webvirus threat: N

Trojan-Downloader.Win32.Ani.c

4.0% + -~ 15% g

c

2 3.0% 2

g ’ 10% §

S 2.0% -+ £
o

S 1.0% -+ % 8

g

0.0% 0% g—

o

P @R R P S F \g

o

m = Blocks = Companies threatenec

This Trojan takes the form of a graphics file, commonly .bmp, .cur, or .ani, and there is no
standard file size, but usually ithbe a few KB. This Trojan takes advantage of a vulnerability in
an algorithm used by Windows to process this type of fikhen the user tries to display this file
a buffer overrun occurs and some random code is then executed. While this happeichésf
another piece omalware, and then installs it on the machine attacked.

Thismalware is also known as ExptéiNIfile, Exploit.Win32.MSe#02.Gen and Exploit/MS04
022
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% of blocks

SPYWARE, ADWARE &3PONSORED MARKETING SOFTWARE

SpywareaR ¢ | NJ addspgrRoredimarketings2 F i g NBQ ' NB NBFSNNBR (GKNRdAZAK2dzi

I &LJBYg I NBE Qo 2S OK22a8S (GKAA O2y@SyiAzy I a 2dzNJ dzia SN&
types of applications to blocked.

While we accept that some of the suppliers of these applicet may have legitimate business

purposes and may be acting in good faith, in our experience these applications are typically

considered by our customers to be unwanted and inappropriate in the business computing

environment.
Spyware block

LINGE -

Spyware saw the biggest mease in 2006, with an increase of 254% in the number of blocks volumes increased by

overall compared to 2005. The key drivers behind this change stem from user behavior and t 2549% in 2006.
financial rewards o$pyware.

The main driver behingpyware is financial gain, in that the vasajority of spyware is intended

to generate revenue for the developers of such applications. There has been much controversy

over the past year in this area, the most notable example of which being ti$3 Wllion

settlement betweenZango LL@ndthe Fedkral Trade CommissidiRrTC)n respect of what the

C¢/ GSNEERSYABAT AyaQ FTNBY (i#KS pgmatonslvhichivefed RA & LI | @ SR
installed on over 70m desktops in the US.

Users are often enticed by the prospect of desirable goods orcgryvbe it the chance to wima

At2RuxY GKS fFrdSaid OSt SoNRGe aONBSyal @dSNI 2NJ GKS Y2NB
IANRogAY3d GNBYR Aada GKS dzaS 2F LI AR aSFNOK fAradAay3aa Gz

malware, as well as general salcengineering approaches of assuming a false identity or
credentials.

Spyware growth in 2006 was due to both an increase in the numbsgayefare applications and
greater efforts being made to disseminate each application. As a resule and more
companies were threatened bspyware throughout 2006.

Spyware blocks over the yea
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The above graph displays the numbespf§ware blocks and the number of unique applications
seen. The numbers are expressed as a percentage of the total observed in the year.
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36% of Spyware
affects system
performance

SCANSAFE ANNUAL GAODBHREAT REPORT

During 2006 the spvare applications encountered by ScanSafe showed the followpigal
behaviors

Spyware behavior

Tracks user behavior data 60%
Displays adverts 52%
Installs toolbars / browser helper objects 52%
Difficult to uninstall 47%
Affects system performance 36%
Hijacks browser traffic 35%
Sends useinputted/keystroke data 26%

Another key trend observed last year was that as a particyigware applicatiorgrowsin

popularity, the number of undesirableehavorsor characteristics tends to decrease. It appears

that spywarevendors often reduce the severity of impact of their applications once those
applications become widespread, removing the illegal and most invasive characters of their
software. Yet for esry spyware application that makes an attempt to be less damaging, there
arenumerous others that appear which push the boundaries of damaging payload even further.
Spyware, much likeA Ndza Sax GSyRa (2 0SS YdzOK Y2 NBThes&s 3SNB
are threats that do not appear in the top 10.

YEARLY TOP S®PYWARBY BLOCKS

Threat Proportion of blocks Proportion of companies affectec
Your Site Bar 10.82% 20.93%
Gator 10.41% 49.61%
lwon 8.91% 74.49%
Hotbar 3.31% 71.30%
My Web Search 1.49% 39.53%
Comet Cursor 1.22% 33.66%
Starware 1.18% 59.69%
Weather Bug 0.85% 13.95%
Target Saver 0.82% 4.65%
WhenU 0.70% 19.48%
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4 I
Casestudy: a typicalspywarethreat®:

WhenU
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m = Blocks - Companies threatenec

WhenU is advertising supported software that provides users with contdytsahsitive offers
0FaSR 2y GKSANI) 2S00 dzaSo® LYy 2NRSNJI (2 | OKASZ
many forms, although most involve a toolbar. )

® The commentsn this sectiorare based on the behavior of the relevant applicationane

point during the period under review. It is possible that some of the applications which have
historicdly had the characteristics opgware (as defined above) may have been subsequently
revised so that they no longer exhibit these characteristics.
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WEB FILTERING

Controlling Web content accessed by staff continues ta lpeajor concen for enterprises Chat,

How to regulate and IM and Web mail remain firm favorites for Web Filtering blocks, and for good reason. These
monitor Web content communications services have converged and become very sophisticated, such that they are
access remains a key suitable replacements for desktop clients. Moty do they have potential faregatively

concern for impacting productivity if not managed correctly, but they also representuesitors for
enterprises. information leakage, legal threats and bandwidth congestion

Some of the key trends from the year are discussed below.

Chatand instant messaging takeff

Blocks in the chat and instant messaging category grew dramatically in 2006, both with the
growth in the use of IM and as more and more users visited online chat rooms and Web 2.0 sites
like blogs. This trend is likely tacrease in 2007.

The trend is symptomatic of the move away from slower forms of communication like email and
towardsseOl f t SR WLINBaSyO0S 02YYdzyAOl GA2yaQ tA1S La
dynamic. However, these applications also pose pidésecurity risks by opening up a Web

based communications channel, which means that any company not adequately protected will
become exposed to external threats.

Gambling

Gambling site blocks consistently represented a significant number of blockex)] &Il
ScanSafe reported surges in Web requests for gambling sites ahead of key sporting events.
However, data indicates that visits to online gambling sites may be primarily to place bets on
sporting events rather than spend a lot of time playing onfpio&er and other casino games.

For example, during the first week of April, just prior to the Grand National (a high profile horse
race in the U.K.), ScanSafe saw a surge in Web requests for online gambling sites. In a survey of
almost 1 billion Web requés, ScanSafe reported a%3ncrease in employee visits to online

betting sites during office hours compared to the previous week.

In October, the ScanSafe Threat Center sawlainOrease in U.Shased requests for gambling
related Web pages, despite ttiact that on October 13, 2006 President Bush signed the

"Unlawful Internet Gambling Enforcement Act” into law. The U.S. requests for gambling sites fell
into three broad categories:

e 54%of requests were for sports betting sites
o 38%of requests were focasino gambling sites (e.g. poker, blackjack, etc.)

e 8%were for lottery betting sites



World Cup Drives Web Requests

In June, the ScanSafe Threat Center reported that in a sample of more than one billion global
Web requests from June Bl 1 the week leadig up to the opening weekend of the FIFA World
Cupt it saw an average 14%increase over the prior week in visits to World Gefated sites by
office workers in 10 countries.

According to the data, Dutch employees spent an average of 46 minutes peratahisg World
Cuprelated sites, followed by users in the UK who spent an average of 37 minutes per day
engaged in the same activity.

YouTube a Popular Web Destination

The YouTube phenomenon was also reflected in Web requests. In September one i208very Ll eve.ry o0 .Web
pages viewed in tk

Web pages viewed in the workplace was a YouTube page. Recent repoebwafreinfected workplaces was a
video on YouTube underlines the need for businesses of all sizes to put an Internet use policy Yoquube page
effect, deploy technology that can enforce this policy an@tage reatime scanning to protect '

againstmalware.

YEARLY TOP 10 CATEGORIES BY BLOCKS

Filtering category Proportion of blocks Proportion of companies affectec
Chat & Instant Messaging 15.09% 76.09%
Advertising & Promotion 14.60% 47.48%
Hosting & ITServices 9.14% 53.90%
Webmail 7.16% 77.45%
Software & Hardware 4.77% 79.64%
Music 4.44% 68.98%
News & Magazines 3.88% 90.91%
Pornography 3.85% 100.00%
Auctions & Ads 3.64% 46.43%
Gambling 3.39% 84.00%

The most widespread category (in terms of gexiigng blocks) wa€hat & Instant Messaging

The most commonly blocked category (in terms of companies affected) was Pornography.
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INSTANT MESSAGING

Many users now send moreessages by IM than by enfailM is arguably a productivity boon,

IM has established allowing uses to interact with colleagues with quick ragide questions and keep in touch with
itself as ade facto loved ones especially when working long hours. As a result it has becdenfaetolegitimate
legitimate business business tool, and companies will find users using Instant Messagingadiopiicwhether

tool. sanctioned or not.

However, IM continues to be one of the biggest headaches for corporate networks. It can

represent a productivity, security and confidentiality risk due to Wealked clients and the

ongoing difficulty of blocking the traéf at the firewall, thanks in part to po#gile clients.
a2NB20SNE LaQa 6ARSALINBIR LI2LIz  NAG& A& LI NI 2
existence of a wide number of clients, with different levels of update, as well as often hastily

released beta versions in widespread use. All of this offedsvare authors great potential to

FGaroOl éKIFG 6S O02yaARSNI G2 065 GKS ySEG WwWgSI |53
As well agnalware targeting vulnerabilities in IM, a key component of IM thresithé

convergence with Web threats. In line with the growing trend for Web threats to use social

engineering technigues, the same is being applied to IM. Similarly, much SPIM is like SPAM in not
only deluging users with irritating advertising messagesatao often pointing to links that host

malware or offensive content. A secure Web platform will add further strength to IM degen

Thegraph shows

the distribution of

20% the number of new
IM threats we

Spread of new IM malware overthe yeg

15% .
protected against
10% eachmonth.
A e
0%

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

—&— 9% of new malware

" For example, 26% of adults who use IM send more IM than emails (Associated Press/AOL
survey December 2006)
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4 .
Casestudy: atypical IM threat:
W32.Kelvir

MSN Messenger was targeted with a large number of variants (approximately 120) of this
malware. Designed initially to propagate the MSN network, other IM networks were appended
later in order to aid its distribution capabilitie$laving infected a machine it would download a
remote file and update itself over the Web. In additi@grwould gather the computer name and
information about its hard drives and system informatjas well azarrying outDenial of
Service attacks.

On31st December 2005, a variant of the abewalwarewhich took advantage of the WMF flaw|
came to light. This was just days after similar exploits as Wesesand emailvirusesstarted to

make an appearancelhe payload of this variant was the instéiia of an IRCBot. A subsequen
autopsy of the IRCBot showed that it was designed for use by a group of@ymerals.

—
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SEARCH THREATS

Searchhas long been the gateway to the Internet. However, much of the Internet represents

uncharted territory for nany users, and consequently poses unknown riskeceShe launch of
{OFY{IFF¥S8SQa {SI NOK { K,NBhaie be&eh athl fo yain ugezsalfout fhérisk/ R 2 2 »
they may faceéefore they click on a search result. In early 208€ will be launching

Searctheadc{ OF y{ I FSQa Sy KI y Orfy kol tor&brporate cusidersS | § & 1 Ny A

WHY SEARCH IS IMPORTANT

'd LIFNI 2F {OFy{IFF¥SQa O2ylGAydzAy3a AYyiSNYylf NBaS
how content and security blocks are occurring. We have modelled the typical user behavior in a
corporateenvironment, and found that much Web use is limited to a small group of known and

trusted resources normally including a news site, an industry site and a Webmail service. Aside

from malware via email, these sites are generally trusted destinations,fandnaged properly

are relatively lowrisk.

However, exposure to both offensive content amdlware does still occur as a result of visiting

new and unfamiliar sites. Users gain access to these sites by a number of different methods such
as peerreferrals specialist portals and so on. However, by far the dominant route is via the

major search enginesso much so that we believe that Search is the primary way in which
corporations are exposed and threatened with both offensive contentraativare.

SEARB THREADATA

ScanSafe has been monitoring the level of threats found data since the launch of Scandoo in May

1in 5 searches will 2006. We haveanalyzedthe output that Outbreak Intelligen&g' provides on a randoreéd
bring up offensive anonymous sample of search threats, representative afvweorld searches.
content or malware

risks The following table shows the level of risk in relation to the most popular searches:

Ratio of searches containing offensive content or malwa

1in X Searches

)

\/

Jun06 Aug06 Oct06 Dec06

N~ o o~ WO N B O

—@—Ratio
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Typicallywe saw approximately 1 in 5 popular searches generating results which link to either
offensive content omalware. While search enginase intended to focus on the most relevant
pages hosting content relating to the search term, it is clear thalivare authors are well aware
of the most popular searches and
are targeting these terms.

Type of Scandoo Warnin

H Offensive
content

B Malware

H |llegal activities

Over the past six months ScanSafe
has also evaluatethe nature of
warningsgenerated by our

{ O yR22x

aSidl aSNWAOS

While malware on the Web poses
a significant risk, it is evident that
offensive content represents a
substantially greater risk to users
with over 80% of Scandoo blocks
being generated by offensive

content.
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APPEBIX 1: METHODOLOGY AND DISCLAIMER

ScanSafe is committed to sharing the information contained within this report for the greater
benefit of the Internet security community.

All data was obtained from the Outbreak Intelligefiéanalysis of traffic that oces as part of

the realtime security processing of Web traffic for our customers. Duaizii 6 NB I {1 Ly G St f A:
data is continuously harvested for analysis and periodicalsveduated. If deemed appropriate,
alterations are made for improvement of the s@re to our customers. Thisjust one of the

many waysve demonstrateour commitment to continuous improvement of service.

The sample of this report is the analysis of over 60 billion Web requests made during 2006 by
corporate customers of ScanSafe,dted in over 30 countries in five continents. All reasonable
efforts to ensure statistical validity have been made.

While ScanSafe believes that this is a reasonably representative statistical sample, and conforms
to the corresponding level of validitysgng, Internet content and usage will inevitably change

over time and ScanSafe accepts no liability in respect to the accuracy or completeness of the
statistics. ScanSafe seeks to encourage and facilitate the safe and productive use of the Internet
through the use of its Web security solutions. However, nothing in this report is intended as a
criticism of any specific website, and Internet users should form their own view as to the risks
involved in visiting specific websites.

{ O y {Web Balnére Scaringservice is designed to help businesses maximize productivity

by blocking a range of programs that some users might consider unwanted. ScanSafe recognizes
that there may be legitimate uses of these applications in environments where an authorized
administrator has knowingly installed this application. Spywadsyare &ad-sponsored
marketingsoftware are collectively referred to adoywarethroughout this document.



APPENDIX 2: HOW OUTBREAK INTELLIGBMOEKS

Outbreak Intelligence (Ol)activelyanalyzes all traffic generatingst traffic profile volumes. It

utilizesproprietary selflearning algorithms and dataining techniques to identify suspect

profiles bydetecting telttale traits; and to disarm them with immediate effect. This makes Ol

2yS 2F GKS Y2ad FOO0Odz2NI &GS FyR aSOdza2NE LINRGSOGAZ2Y &aeaiSva
sample size of Internet Traffic security analysis, sharing the observations and network effects

across our global user base.

Outbreak Intelligence

‘ ﬂ Outbreak
5‘*{ Intelligence

Every IM and Web page we see is analyzed and profiled in marffedént ways- this intelligence
incorporates into Ol through proprietary seléarning algorithms and data mining techniques.

s ® KO | 2

. g ——
- v g B al|l U # ==
..... I .%o

The following diagram provés and overview of the decisianaking process employed by Ol
when evaluating a typicahalware threat:
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Outbreak Intelligence in Action

Intelligence

Y r Outbreak
6&'

From Vladivostok, Russia Adds file to /windows/system32 Seen 4 times in last 24h

AV Signature i m
No Virus X 4 B X X e ‘ Historical

v ‘ . \ - M ’ d Rogue Host
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\

©

In this example, Ol first checked the file with its multiple AV signature engines which gave the file

Fy WEHit Of SINR® | Systedn@eBdgimed the falcving factéBHe file aiNaR F A £ A y
unusual behavior of adding to the /windows/system32 directory; and Ol had seen the same file

from Vladivostok, Russia for the fourth time that day; and the originating host had an historical
connectian with malware. Ol is able to put these data points into context thanks to over six

billion monthly Web requests observed by the system, and comes to the conclusion that the file

is highly suspect, and elects to block the file pending furtheestigaton.
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