WHAT'S NEW AND COOL? - WebMarshal 2006

WebMarshal™ 2006

Marshal is pleased to announce the release of WebMarshal 2006. This latest release
offers real security against emerging Web-browsing threats such as phishing and
spyware.

\WebMarshal 2006 adds significant new security and protection features for

corporate Internet users. Addressing issues such as phishing, spyware and viruses,
IS \WebMarshal 2006 provides a truly integrated solution. WebMarshal 2006 allows
~r— you to control employee access to inappropriate content, manage employee’s
""i”:'"fm | el personal Internet use whilst securing and protecting your organization against,
=" viruses, spyware and other forms of malicious code.
‘ ‘;3;,“*“"1-;;;“ ﬁam@vmmmmm o NEW FEATURES IN WEBMARSHAL 2006:
e —
ﬁfmmm Eiaet e Third-party anti-spyware support - enhanced protection against spyware via
e integration with leading third-party anti-spyware solutions.

e Protection against phishing attacks — URLCensor provides real-time URL blacklist
An updated WebMarshal 2006 Console makes it look-ups against known spam and phishing websites.
easier to find what you are looking for. e Updated default policies — supplied policies have been enhanced to improve
S R—— = accuracy and efficiency. . _ _ -
ARkt = e Support for text-based URL lists — compliment your subscribed URL filtering list
) o e with free, externally provided lists or specialty lists for education, industry, etc.
v e Support for multiple URL filtering lists — use one or more URL filtering lists for

Engine version: 5688 N

Signakure timestamp:  Saturday, June 24, 2006, 04:07 AM lncreased Coverage' i Lo X

TP e Updated support for third-party anti-virus solutions — AV support has been updated
Last update attempts  Mondsy, June 26, 2006, 10:49 AM to provide for the latest solutions from Marshal's anti-virus partners.

Hext ptate sttompt: - Wernesdsy, June 26, 20105, 04:32 P e HTTP 1.1 support for newer browsers — supports the latest web browsers with
Current status: Idle natiVe H'I—I'P 11

Ll FEATURES AND BENEFITS EXPLAINED

14:34:12  Testing for Internet connectivity...
14:34:32  Failed to connect to vwww.marshal.com,
14:34:47  Failed to connect to www,microsaft.cam.

i o et ocddn) WebMarshal 2006 provides an impressive list of new features - but what do they
5 a\\e_d ta conkact any of the te:st web sites, Please checky .
D e actually mean for your business?

15:33:37 Faled to connect to wew. microsoft, com.
15:33:54 Faled to connect to ww.google.com,
15:33:5¢ Faied to contact any of the test web sites, Pleass check y

5 | p SPYWARE | Third-Party Anti-Spyware Support

ey WebMarshal 2006 now provides direct support for third-party anti-spyware scanning
solutions. WebMarshal 2006 supports two leading anti-spyware options:

Maintaining PestPatrol for Marshal is simple via

t date log.
an easy fo use update log e Counterspy by Sunbelt Software

e PestPatrol by CA

CounterSpy and PestPatrol integrate with WebMarshal just as anti-virus scanners do.
No special measures are required. You simply use the default WebMarshal policies
with your preferred anti-spyware product enabled and WebMarshal will scan files

in real-time as users browse. Any detected spyware will be blocked immediately

by WebMarshal and quarantined at the gateway; before it is passed to a users’

PC. WebMarshal 2006 provides centralized security at the point of entry to your
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The process to install and configure the new
CounterSpy and PestPatrol spyware scanners is
as intuitive and familiar as using an Anti-Virus
scanner with WebMarshal.

Webmarshal Server Properties |E

| Email Settings ” Logging | Dowrload Options |
Proxy Settings | LicenseInfa | Filering Lists Advanced |

wWebMarshal supparts integration of one or more URL filtering lists.

Available Filkering lists

Filtering List Ma...  License Skate Database State
[CaRFilerit=r Licensed Lp to date

[ SmartFilker ‘

URLCensor Licensed Up to date

Enter License...
Filtering List Updates
Check for updates every day |Eetween 12am and lam »
Update Mow

Using multiple URL filtering lists is very easy via
the WebMarshal Server Properties tab.

organization, ensuring that malicious code is not able to infect individual PCs or your
trusted network.

Anti-spyware scanning does not just work on inbound traffic, but outbound traffic
as well. This can help ensure than your company is not held liable if one of your
employees uses company assets to infect others (such as sending spyware via
webmail accounts from their office computer).

PHISHING & SPAM | URLCensor

MailMarshal SMTP 2006 introduced a new anti-spam and anti-phishing feature
called URLCensor. WebMarshal 2006 also now supports URLCensor to protect users
against accessing websites associated with phishing or spam. URLCensor works

by examining URLs and referencing these URLs against an externally maintained
database of known phishing and spam websites called SURBL (Spam URL Black
Lists).

In MailMarshal, URLCensor is used to detect and block unwanted emails. In
\WebMarshal, URLCensor is used to block browsing access to these kinds of
websites. This is highly useful because emails sent to webmail accounts such as
Hotmail and Gmail may contain links to phishing sites that MailMarshal does not
scan. Employees may inadvertently be lured onto these sites when checking their
webmail accounts at work but will still be protected by WebMarshal.

EASE-OF-USE | Default Policy Update

WebMarshal provides an extensive array of default policies and classification
systems. WebMarshal 2006 features a complete refresh of the default policy
configuration along with revised classification TextCensor scripts. This update
improves WebMarshal's ease-of-use and initial set-up process as well as making
\WebMarshal more relevant and efficient in managing employee Internet activity. The
latest policy update also includes everything you need to utilize the latest features
and enhancements available in \WWebMarshal 2006. New TextCensor scripts target
phishing and scam websites as well as bloggs and online auctions.

EASE-OF-USE & ROI | Text-Based URL Filtering Support

WebMarshal 2006 now supports the use of free or low cost URL filtering lists
available on the Internet from third-party services. These URL lists offer industry
specific categories or can provide a low cost starting point for customers who prefer
not to use full, paid URL filtering list subscriptions. These lists can be downloaded

as plain text files and then loaded into WebMarshal and applied directly to browsing
policies. You can also import industry specific lists such as whitelists for education or
healthcare providers.

SECURITY | Multiple URL Filtering List Support
\WebMarshal 2006 supports the use of multiple, independent URL filtering lists. You
can choose to run two or more separate URL lists together for increased coverage

and security. Alternatively, you can subscribe to a primary URL filtering list provider
and compliment your primary list with a targeted secondary list for your specific

industry needs.
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Marshal will shortly be adding support for an additional subscription URL filtering

list option. With multiple URL filtering lists enabled, you will be able to run both lists
simultaneously with separated logging classifications. This is extremely useful for
evaluation purposes as you will be able to trial both filtering list options together and
then run reports on which list is the most accurate or efficient. You will then be able
to make an informed cost benefit analysis decision and choose the filtering list option
that is right for you.

ANTI-VIRUS | Updated Third-Party Anti-Virus Support

WebMarshal 2006 now provides the latest anti-virus scanner support for some of
the world's leading branding of anti-virus. This includes the new Norman “Sandbox”
functionality provided in MailMarshal SMTP 2006. Support for the latest anti-

virus scanners allows you to choose to run your preferred virus scanning solution
with WebMarshal. You can also choose to run multiple anti-virus scanners with
WebMarshal for added protection.

STANDARDS & PROTOCOLS | HTTP 1.1 Support

\WebMarshal 2006 supports the latest crop of Internet browsers with native HTTP 1.1
pratocol support. Browsers such as Internet Explorer 7.0 and Mozilla Firefox support
the new HTTP 1.1 standard. \WebMarshal 2006 allows your users to browse using the
latest Internet browsers with improved security and functionality.

UPGRADING

Existing WebMarshal customers with current maintenance agreements may upgrade
to WebMarshal 2006 at no additional charge. If you are using an earlier version, we
recommend upgrading to take advantage of the new features and security benefits
offered by WebMarshal 2006.

TECHNICAL SUPPORT

The procedure for upgrading your WebMarshal server is documented in the official
User Guide. If you require assistance during your upgrade (and you have a current
maintenance agreement) please don't hesitate to contact your local Technical
Support representative via our website — www.marshal.com

If you have any suggestions or requests for our next version, we would love to hear

them. Please let your Marshal technical support or sales representative know what
you would like to see added.
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