
NETWORK DEVICE AUDIT 
 

QUICKLY IDE

One of the most commo
by IT management staf
type devices are prevalen

Our surveys suggest tha
have slipped largely unn
usage without any cons
or security.  

BUSINESS RISK IMPLICAT
As a consequence the fo
emerged: 

 Virus and Spyware
network on mobile 
gateway controls use

 Hardware Keyboar
inserted to covertly 
and login credentials.

 Loss of confidential 
the sheer abundanc
attached memory dev

 Erosion of the 
configuration from 
misuse and the 
burden. 

 A route for th
unauthorised appli
licensing and copyrig

 EXAMPLE DEVICES
• Blue tooth device
• External disk driv

CDR, DVDR etc.) 
• Ipods and similar
• USB memory stic
• Flash cards 
• Digital Cameras 
• Smart phones 
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OTHER SECURITY AUDIT SERVICES: 
• Vulnerability Scan: Detecting network & host exp
• Security policy and procedure review: Con

practices. 
• Wifi and IM detection:  Discovery of unauthorise
. 
 
 Key tasks: 

• Identify all device usage across all 
workstations (on the basis they are 
accessible on the network).  

• Identify hardware keyboard loggers 
(Spyware tools).  

• Identify communication asset items (IDE, 
USB, Root, SCSI, PCMCIA).  

• Understand what devices constitute a threat. 

• Understand the type and scope of 
accessories used within the network.  

• Benefit from know exactly what needs to be 
managed.  

• Full itemised report by workstation and device
along with management style executive
summaries.  

3 0.4 
floppy drives 166 23.3 
IPODS 6 0.8 
Reporting and Scope:  
 
Audit all devices and accessories that are 
connected to the workstation and identifying 
possible policy breaches and security issues.  
 
Analyse if devices such as USB memory keys, 
I-pods and other portable media devices have 
the potential to transport harmful malicious 
code into the network or to act as a medium 
to remove confidential data from the 
company.  
 
Wifi and Bluetooth are communication 
protocols that if not controlled allow 
unauthorised access to the network, 
bandwidth abuse and uninhibited content 
exchange; as such identifying their usage 
across all workstation is one of the first stages 
to managing the risk.  
 
Accessorises that now ship as standard such 
as DVD, CD’R drives allow unrestricted data 
copying and understanding who has the ability 
to write/author CD and DVD volumes is useful 
as it quantifies the issues beyond attached 
memory devices. 
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Example Report: 
Summary extract for USB devices
ITEM Number % 

Palms 10 1.4 
Security tokens 2 0.3 
Cameras 9 1.3 
memory USB sticks & cards 155 21.8 
modems 
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