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1 Introduction

This report details the results of an external penetration test for Vigilante Bank
against the web-facing infrastructure during August 2009.

This report aims to outline the results collected during testing and to define specific
actions Vigilante Bank may take in order to mitigate issues identified. The report will
outline the testing, associated procedures and findings, with clear information
regarding how to mitigate issues, risks and threats identified during the testing
engagement.
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2 Testing Scope

VIG|LANTE

assurance

The following hosts were given as targets for penetration testing:

123.1.1.1 7 mail.vigilantebank.com
123.1.1.2 7 www.vigilantebank.com

Vulnerable systems and services were to be enumerated and exploited; however,

Denial of Service (DoS) or crash attacks were not in scope.

Vigilante Assurance and Vigilante Bank determined the following asset values for

the above hosts.

Host Asset value
123.1.1.1 4
123.1.1.2 8

Commercial in confidence
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3 Definition of Risk Rating

C\/SS

Vigilante Assurance has adopted the Common Vulnerability Scoring System.
CVSS2 is a vendor agnostic, industry open standard. It is designed to convey
vulnerability severity, help determine urgency and priority of response.

CVSS solves the problem of multiple, incompatible scoring systems by providing a
standardised vulnerability scoring model for different sets of results to provide final
risk ratings out of 10; with the ability to easily understand the threats from a
vulnerability.

Vigilante Assurance also groups vulnerabilities into High, Medium and Low Risk
according to the CVSS2 score.

More on CVSS can be found at http://nvd.nist.gov/cvss.cfm
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4  Definition of Asset Values

Vigilante Assurance and the client determine asset values for each host defined in
the test scope.

An asset value between 0 and 10 is assigned to a host using the following criteria.

Asset Qualification Value (if yes)
Does the host contain confidential 3

data?

Is the host physically connected to 2

other hosts containing confidential

data?

Is the host required for business critical | 3
applications?
Is the host a single entity? (i.e. no 2
failover/contingency configuration
exists)

The total value for each host is calculated from results above.

Asset valuations allow the client to apply the risk ratings from discovered
vulnerabilities to the value of their digital assets. These results can then be used by
the client to define which of their most business critical hosts are at risk in a risk
and asset valuation order.
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5 Management Summary

Using a variety of hacker tools and techniques Vigilante Assurance was able to
assess the overall security of these two Internet facing hosts. Vigilante Bank has
implanted a web application that requires more secure authentication mechanisms.
The use of 2-factor authentication, such as token or smartcard access should be
investigated as well as improving the current authentication credential policy.

The infrastructure requires a number of critical updates and more secure
configuration. Attention should be made to secure remote administrative services
such as RDP.

Network and Firewall

Blocking certain packets at the border router or firewall, that attackers use to
enumerate remote networks, could raise the security posture of the network.
However, these issues are of a low risk nature.

Infrastructure Security

There are two high risk vulnerabilities on the infrastructure tested, which should be
remedied as a matter of urgency. These could lead to complete compromise of the
systems tested.

Application Security

The application exhibited some username enumeration and password policy issues
which could be used incombi nati on t o aacounteThes apm@icatiors
authentication mechanisms should be reviewed as recommended in the report.

For detailed information see section 10.

Commercial in confidence Page 7 of 30



VIG|LANTE

assurance

6 Graphical Summary

The following bar graph graphically highlights the total number of risks discovered
during testing. Risks are categorised by High, Medium and Low and are calculated
as a total risk for all hosts tested.

5

4

3
m High

5 ® Medium
H Low

1

o T 1

High Medium Low

Figure 1 - Total risks for all hosts tested

A graph is also generated which graphically highlights hosts exposed to the highest
risks. This is calculated using a total risk score for each host, which is then plotted
against the asset value determined by Vigilante Assurance and the client for each
host tested. Asset values are displayed in section 2, testing scope.

The total risk score for each host is calculated using the following method:
High risk vulnerabilities = 5 points
Medium risk vulnerabilities = 3 points

Low risk vulnerabilities = 1 point

For example if a host has 2 high risk vulnerabilities and 3 low risk vulnerabilities the
total risk score for that host would be calculated as follows:

5+45+1+1+1=13
Vigilante Assurance and the client calculate the asset value. It is calculated using a
scale of 1 to 10, with 1 being the least valuable to 10 being the most valuable.

Factors such as data storage, availability and system interconnectivity are all taken
into account during the calculation process. For more information see section 0.
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Figure 2 - Host risk exposure

This graph allows administrative staff to prioritise security fixes in order of hosts that
are of value to the client and exposed to the highest amount of risk.
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7 Technical Summary
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Below is a basic summary of the vulnerabilities found and the associated risks. Detailed technical finding can be found in the body

of the report.

Risk CVSS2 Vulnerability

9.3 Vulnerabilities in RDP could allow remote code execution

(MS09-044)

8.5 GlobalSCAPE Secure FTP Server and Enhanced File
Transfer Server unspecified security vulnerability

5.5 Poor password policy

55 Forgotten password username enumeration

1.9 HTTP server address disclosure vulnerability

. 2.6 Secure cookie flag not set

Commercial in confidence

Host
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123.1.1.1

123.1.1.2

123.1.1.2

123.1.1.2

123.1.1.2
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Ports
TCP 3389

TCP 2222

TCP 443

TCP 443

TCP 443

TCP 80,
443

Additional info

A high risk vulnerability was
discovered during testing which if
exploited could allow a remote
attacker to exploit the vulnerable
system without authentication.
The SFTP server is running an
old version of GlobalSCAPE,
which is vulnerable to high risk
vulnerability. At the time of report
writing full technical details of the
vulnerability have not been
published, however the vendor
has highlighted this vulnerability
as a high risk.

The web application tested has
shown weak password policy.

It is possible to enumerate
usernames from the forgotten
password section of the web
application.

The web application is not storing
secure web application cookies.
Data held within the cookies is
sent between the client and the
server in clear text.

The web server discovered
during testing has been miss
configured and reveals its internal
IP address to remote public IP
users.



19 HTTP banner exposure

1.9 SFTP banner exposure
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The web server discovered
during testing reveals its banner,
exposing its server type and
version.

The SFTP server discovered
during testing reveals its banner,
exposing its server type and
version.
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8 Technical Findings

8.1 Passive information gathering
WHOIS Lookup

Public WHOIS databases provide ownership and other information pertinent to
each domain name or Internet address space that is under registration. Information
published on these databases includes contact information (i.e., name, physical and
email addresses, phone numbers, etc.) of the registrant.

The information disclosed may prove useful to an attacker and may even further an
attack, for example; if the details of an employee are disclosed, an attacker may
social engineer the helpdesk in an attempt to enumerate usernames and possibly
obtain passwords. If this were successful, it would make gaining access to the
network far easier for the attacker.

IP Address Range

inethum:123.1.1.1 - 123.1.1.254

netname: TBSH - CLIENT- VIGILANTE

descr: TBSH Client Network - Vigilante Bank
country: GB

admin - c: VA1249 - RIPE

tech -c: VA1249- RIPE

status: ASSIGNED PA

mnt- by: BUNKER - MNT

source: RIPE # Filtered

person:  Vernon Rich

address: Vigilante Bank

address: 2nd Floor, Berkeley Square House
address: London

address: W1J 6BD

address: ENGLAND

phone: +44 2078 874503

e-mail: v.rich@vigila ntebank.com
nic - hdl: VA1249 - RIPE

mnt- by: BUNKER - MNT

source: RIPE # Filtered

Recommendation

The WHOIS information exposes details of a Vigilante Bank employee. This
information could be used by in a social engineering attack. It is recommended that
a request be made to the registrar to replace this information with generic names
such as Vigilante Bank Admin.
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9 Active information gathering
Perimeter Network Enumeration

Vigilante Assurance performs various IP-based tests on the target hosts in order to
analyse how they respond.

A summary of the results are shown below:
Results

Port Scan
No usual or suspicious ports were found, the full port scan results can be found in
section

Protocol Reponses
The host responded to ICMP echo packets (ping), which could allow an attacker to
fingerprint live hosts.

Pinging 123.1.1.1 with 32 bytes of data:

Reply from 123.1.1.1 : bytes=32 time=101ms TTL=128
Reply from 123.1.1.1 : bytes=32 time=98ms TTL=128
Reply from 123.1.1.1 : bytes=32 time=100ms TTL=128

Several hosts also responded to ICMP timestamp responses.

HPING 123.1.1.1 (eth0 123.1.1.1): NO FLAGS are set, 40 headers + 0 data bytes

len=40 ip=123.1.1.1 ttI=245 id=961 sport=0 flags=RA seq=0 w in=0 rtt=44.0 ms
len=40 ip=123.1.1.1 ttI=245 id=962 sport=0 flags=RA seq=1 win=0 rtt=44.0 ms

len=40 ip=123.1.1.1 ttI=245 id=963 sport=0 flags=RA seq=2 win=0 rtt=40.0 ms

Traceroute
A path to the host was found using TCP traceroute, which allows an attacker to
more easily, map out the target network.

98.129.84.180 (98.129.84.180) 0.000 ms 0.000 ms 0.000 ms

12.87.41.177 (12.87.41.177) 4.001 ms 4.001 ms *

cr2.distx.ip.att.net (12.122.138.126) 48.003 ms 48.003 ms 48.003 ms
cr2.nsvtn.ip.att. net (12.122.28.65) 48.003 ms 48.003 ms 48.003 ms
crl.cl2oh.ip.att.net (12.122.28.74) 48.003 ms 48.003 ms 48.003 ms
cr2.cl2oh.ip.att.net (12.122.2.126) 48.003 ms 44.002 ms 44.002 ms
cr2.phlpa.ip.att.net (12.122.2.210) 48.002 ms 48.002 ms 44.002 ms
10 crl.wswdc.ip.att.net (12.122.4.54) 44.003 ms 44.003 ms 44.003 ms

11 * k%

12 arl.arlva.ip.att.net (12.123.9.97) 44.003 ms 44.003 ms 44.003 ms

13 12.124.233.122 (12.124.233.122) 48.003 ms 48.003 ms 48.003 ms

14 123.1.1. (123.1.1 .) 48.003 ms 48.003 ms 48.003 ms

©o~NOU bW

Recommendations

ICMP responses should be filtered on the border router or firewall to stop an
attacker enumerating network components using ICMP.
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10 Detailed technical findings by host

10.1Host: 123.1.1.1 7 ftp.vigilantebank.com

10.1.1 TCP port 22227 SFTP

This host appears to be running a GlobalSCAPE secure file transport server (EFT).
The service returns the following banner:

GlobalSCAPE EFT Server (v.6.0 14)

A high-risk vulnerability has recently been reported by GlobalSCAPE, which affects
this software. The version installed and being returned by the banner appears to be
vulnerable.

Full details are available from the following location:
http://hosted.verticalresponse.com/536473/5eee54152f/1454501753/e8feae46de/

At the time of writing this report there does not appear to be any publicly available
exploits currently available for this vulnerability.

Recommendations

SFTP banner

The SFTP server banner information should be removed. The GlobalSCAPE
admin GUI supports changes to the SFTP service banner. For more information
see section 11.1.9.

SFTP service upgrade

The server should be update to version 6.0.17 as a minimum. For more information
see section 11.1.2.
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10.2Host: 123.1.1.2 1 login.vigilantebank.com

10.2.1 TCP Port 80 & 4437 HTTP/S

A web server is present on this port displaying the following authentication page:

Vigilante Bank

Please log-in below
IS Vi BankSite
_ Contact us

Problems logging on
Forgotten password

Security Questions

Figure 37 Vigilant Bank authentication page

A full web application penetration test was performed on this web application. The
results of this testing are as follows.

Configuration

HTTP banner
The HTTP Header information returns the following information:

HTTP/1.x 200 OK

Date: Tue, 08 Sep 2009 21:15:59 GMT

Server:  Microsoft - 11S/6.0

X- Powered - By: ASP.NET

X- AspNet - Version:  2.0.50727

Cache- Control: private

Content - Type: text/html; charset=utf -8
Content - Length: 12549

The server version is returned within this header. Also the ASP.NET environment
version, which is present on the server, is also revealed. This enumeration
information can be of use to an attacker when formulating a targeted attack.

HTTP server address disclosure vulnerability
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IIS 6 contains a flaw that allows disclosure of the serverd mternal IP address.

By submitting an HTTP request with a URL of a directory to the server that does not
contain a trailing '/' character, the server returns a 3xx redirection error code. When
this happens, a 'Location' response-header containing the address of the server is
returned as part of the response.

Internal address returned:

10.11.12.2

Encryption

Weak SSL ciphers

gg?_\I/_gTPS interface accepts weak and outdated SSL ciphers such as 56 bit and

A list of the server supported ciphers is shown below:

[*] now testing SSLv2

DES CBC3 MD5 - 168 Bits - supported
RC2 CBG MD5 - 128 Bits - sup ported
RC4 MD5 - 128 Bits - supported

DES CBG MD5 - 56 Bits - supported
EXP-RC2 CBGC MD5 - 40 Bits - supported
EXP-RC4 MD5 - 40Bits - supported

[*] now testing SSLv3

DES CBC3 SHA - 168 Bits - supported

RC4 SHA - 128 Bits - supported

RC4 MD5 - 128 Bits - supported

EXP1024- DES CBG SHA - 56 Bits - supported
DES CBG SHA - 56 Bits - supported
EXP1024- RC4 SHA - 56 Bits - supported
EXPR RC2 CBC MD5 - 40 Bits - supported
EXPR RC4 MD5 - 40Bits - supported

[*] now testing TLSv1

DES CBC3 SHA - 168 Bits - supported

RC4 SHA - 128 Bits - supported

RC4 MD5 - 128 Bits - supported

EXP1024- DES CBC SHA - 56 Bits - supported
DES CBG SHA - 56 Bits - supported
EXP1024- RC4 SHA - 56 Bits - supported
EXP-RC2 CBG MD5 - 40 Bits - supported
EXP-RC4 MD5 - 40Bits - supported

Authentication & access control

The web site allows for a login using a standard username and password shown
below:
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Please |o-in below

Figure 4 - Login
The login process utilises HTTPS, which follows good security practice.

Username enumeration via forgotten password field

The web application username consists of 6 numbers, which are allocated to a
Vigilante Bank user upon subscription to the web banking service. A forgotten
password function allows you to enter your username or email address to retrieve
your password.

The forgotten password process produces 2 different responses depending on
whether the username or email exists in the system. Due to this, valid usernames
can be found by sending multiple request for different usernames or email
addresses to the server:

Vigilante Bank

: Main Bank Site
Please enter your username or email address

I contctus

Submit
Problems logging on

Forgotten password

Security Questions

Figure 51 Forgotten password screen

That username does not exist, please try again

Figure 67 Username not found response
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Your password has been emailed to you.

Figure 77 Username found response

A script was run against the system in an attempt to find valid user credentials over
a small sample of 6 digit numbers.

The output is shown below:

456378 1 Response
456379 - Response
456380
456381
456382
456383
456384
456385
456386
456387
456388
456389
456390
456391
456392
456393
456394 - Response
456395
456396
456397

As shown above 3 accounts can be enumerated within 20 guesses. This
information could then be used in a password brute force attack.

Weak password policy

The web application only enforces a minimum of 6 digits for a user password but
does not require uppercase, numbers or special characters. Due to this weak
password policy, a dictionary word could easily be used by a banking user for their
password. In combination with username discovery and password brute forcing a
potential attacker could trivially gain access to a users account.

Input Validation

The web application was fully tested for input validation issues such as SQL
injection and XSS (Cross Site Scripting). The application appears to be handling
application input variables and associated data correctly.

Session Control
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The application appears to use standard .NET session cookie.

Secure cookie flag not set

Client side cookies are not flagged as secure. This means that the cookie is passed
over clear-text HTTP between the client and the server. An attacker could
potentially use this information to gain access to the users session.

HAME ASP.NET_Sessionld

VALUE 2uchadypiipctz55chi3lihas

HOST www vigilantebank .com

PATH !

SECURE Mo

EXPIRES At End Of Session

Figure 8 - Insecure cookie

Session time out

The web application user session does not appear to time out after a short period of
time. Security best practice would suggest a time out of 10 minutes for a banking
application.

Error Handling

The application handles the majority of errors well, providing custom pages with
little information an attacker could use about the web application and its underlying
infrastructure. However, as previously mentioned, the application does provide
different error messages relating to forgotten passwords.

10.2.2 TCP Port 3389 - RDP

This host is running Microsoft Remote Desktop Protocol returning the following
authentication prompt.
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Log On to Windows

Log on to: | vigilantebank

™ Log on using dial-up connection

| CK I Cancel I

Figure 917 RDP authentication prompt

RDP should be used for internal network use only and is not recommended for use
on the Internet as man-in-the-middle attacks can be preformed. The login also
displays the Microsoft internal domainnameof6vi gi | ant ebankd.

Remote Desktop Connection could allow remote code execution (MS09-44)
A recent vulnerability has been discovered in RDP, which could allow complete
system access. This server appears to be vulnerable and should be updated as a
matter of priority. Please see section ?? for more information.

Recommendations

Configuration
The web server version and internal IP address information should be removed or
obscured. For more information see section 11.1.7.

Encryption

It is recommended that the web server be configured to accept TLSv1 or SSLv3
ciphers with a minimum strength of 128 bit only. For more information see section
11.1.6.

Authentication & Access Control

To secure web application authentication, a strict password policy should be
enforced. Enforcing uppercase characters and numbers as a minimum should be
considered.

The forgotten password field allows for user enumeration. The use of a 6-character
numerical username credentials houl d be revi ewed. Unigq
be more difficult for an attacker to enumerate.

The use of a secret question or CAPTCHA images, shown below, should be

considered to stop brute force attacks on the forgotten password field. For more
information see section 11.1.3.
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Figure 107 CAPTCHA Image
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11 Detailed vulnerability listings

11.1.1 Vulnerabilities in RDP could allow remote code
execution (MS09-044)

CVSS 2.0 Rating: 9.3

Description

Two vulnerabilities have been reported in the version of RDP discovered during
testing.

The vulnerabilities could allow remote code execution if an attacker successfully
convinced a user of Terminal Services to connect to a malicious RDP server or if a
user visits a specially crafted Web site that exploits this vulnerability.

Users whose accounts are configured to have fewer user rights on the system
could be less impacted than users who operate with administrative user rights.

Solution
Update information can be found at:
http://www.microsoft.com/technet/security/bulletin/ms09-044.mspx

References
Heap-based buffer overflow in Microsoft Remote Desktop Connection
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-1133

Heap-based buffer overflow in the Microsoft Terminal Services Client ActiveX
control running RDP
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2009-1929

Hosts Vulnerable
123.1.1.2

Commercial in confidence Page 22 of 30


http://www.microsoft.com/technet/security/bulletin/ms09-044.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-1133
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-1929

VIG|LANTE

assurance

11.1.2 GlobalSCAPE Secure FTP server and Enhanced File
Transfer server unspecified security vulnerability

CVSS 2.0 Rating: 8.5

Description

GlobalSCAPE Secure FTP Server and Enhanced File Transfer Server are prone to
an unspecified security vulnerability.

Currently, very little technical information has been released about this issue.

Remote attackers can exploit this issue to completely compromise the
confidentiality, integrity and availability of vulnerable servers.

Solution
Upgrade to version 6.0.17 or above.

References
Changes in version 6.0.17
http://www.qglobalscape.com/support/srv.aspx

GlobalSCAPE Security Alert
http://hosted.verticalresponse.com/536473/5eee54152f/1454501753/e8feae46de/

SecurityFocus BID
http://www.securityfocus.com/bid/36302/references

Hosts Vulnerable
123.1.1.1
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11.1.3 Poor password policy

CVSS 2.0 Rating: 5.5

Description

The web application tested does not enforce a strong password policy. This could
allow an attacker to brute force or guess authentication credentials.

Solution
The application should be reviewed to ensure the following guidelines are enforced
as a minimum.

A Eight characters

A At least one upper case character
A At least one number

A Non dictionary based passwords

References
Password Policy Guidelines
http://www.sans.org/resources/policies/Password Policy.pdf

Hosts Vulnerable
123.1.1.2

11.1.4 Forgotten password username enumeration

CVSS 2.0 Rating: 5.5

Description

The web application tested features a forgotten password form, which allows for
username enumeration through differing application responses. This can be brute
forced using a script to enumerate web application usernames.

Solution
Consider a system such as CAPTCHA or asking the user to answer a security
guestion to recover details.

References
http://en.wikipedia.org/wiki/CAPTCHA

Hosts Vulnerable
123.1.1.2
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11.1.5 Secure cookie flag not set

CVSS 2.0 Rating: 2.6

Description

A secure flag set in a cookie will ensure that a cookie or session ID is not passed
between a client and server in clear text. This offers protection from session
sniffing attacks as the SSL stream encrypts the session data passed within it.

Solution
Set the secure cookie flag, some examples of how to do this are below:

PHP
bool setcookie ( string $name [, string $value [, int $expire [, string $path [, string
$domain [, bool $secure [, bool $httponly 111111)

JSP / Java Server Pages
Cookie helloCookie = new Cookie(oname(¢
helloCookie.setSecure(true);

ASP.NET

HttpCookie cookie=new Htt pCooki e( 6named) ;
cookie.Secure = True;

cookieValue= 6Joeb;

References
OWASP Testing for Cookie attributes
http://www.owasp.org/index.php/Testing for cookies attributes

Hosts Vulnerable
123.1.1.2
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11.1.6 Weak SSL ciphers accepted

CVSS 2.0 Rating: 2.6

Description

The server accepts cryptographically weak SSL ciphers, which could lead to an
eavesdropping attack. It is recommended to configure the server to only accept
connections that use a minimum strength of 128 bit utilising TLSv1 and SSLv3.

Solution
The server should be configured to accept strong ciphers only. See articles below.

References
Microsoft KB Article:
http://support.microsoft.com/default.aspx?scid=kb:en-us:245030

Apache SSL How to:
http://httpd.apache.org/docs-2.0/ssl/ssl howto.html

Hosts Vulnerable
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11.1.7 HTTP server address disclosure vulnerability

CVSS 2.0 Rating: 1.9

Description

The web server tested reveals its internal IP address. An attacker could use this
information | combination with other attacks against vulnerable servers.

Solution
The web server software should be upgraded to a current version. If this cannot be
achieved then the following workaround exists:

To prevent internal IP address disclosure take the following steps:

Open a command prompt and change the current directory to
c:\inetpub\adminscripts

or to where the adminscripts can be found.

Run the commands

adsutil set w3svc/UseHostName True

net stop iisadmin /y

net start w3svc

This will cause the IS server to use the machine's host name rather than its IP
Address.

References
CVE Reference:
http://cve.mitre.org/cgi-bin/cvename.cqgi?name=CVE-2002-0422

Hosts Vulnerable
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11.1.8 HTTP banner exposure

CVSS 2.0 Rating: 1.9

Description

The web server discloses a verbose banner. This aids an attacker by providing
information about the server version and vendor. This allows the attacker to refine
attacks by attacking known vulnerabilities in certain service types and versions.

Solution

Apache Web Server

The server version number can be changed in the httpd.conf file. The server tokens
link within the following URL provides more detailed information in how to change
the server version number:
http://httpd.apache.org/docs/mod/core.html#servertokens

To remove or change the Server banner the Apache server would need to be
recompile changing the line that reads, #define SERVER_BASEPRODUCT
"Apache", in the httpd.h or ap_release.h file depending which version of Apache is
used.

IS Web Server

The URLScan can be used to restrict banner information. Please see the following
link for more information:
http://www.microsoft.com/technet/security/tools/urlscan.mspx

For security hardening, please refer to Microsoft Baseline Security Analyser:
http://www.microsoft.com/technet/security/tools/mbsahome.mspx

ASP.NET Removal

The foll owing article explains how to
header information.

http://www.aspl101.com/articles/wayne/pryingeyes/default.asp

References
CVE-1999-0655
http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-1999-0655

CVE-1999-0655

Windows 2000 Security Guide
http://www.microsoft.com/technet/security/prodtech/windows2000/win2khg/0lintro.
MSpx

Hosts Vulnerable

123.1.1.2

11.1.9 SFTP banner exposure

CVSS 2.0 Rating: 1.9
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The SFTP server tested discloses a verbose banner. This aids an attacker by
providing information on the server version and vendor. This allows the attacker to
easily refine attacks by attacking know vulnerabilities in certain service types and
versions.

Solution
GlobalSCAPE
The application GUI allows for the banner to be altered.

References
None
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12 Appendix AT Port scan results

123.1.1.1 2222 SFTP

123.1.1.2 TCP 80 HTTP
TCP 443 HTTPS
TCP 3389 RDP
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